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Session objectives

•What are the emerging health security threats 
and risks?

•The role of our intelligence communities (ICs) 
in managing threats and risks.

•Challenges posed to ICs in the management of 
bio-threats and risks.

•How to manage these challenges?

Intelligence, Biosecurity and Bioterrorism
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Section one
Emerging health security threats and 
risks
About me

•Former intelligence analyst who has worked in 
Australian national security and law enforcement 
agencies. 
•An academic since 2003 but have maintained good 
links into Australian intelligence community. 
•Author of over 35 peer reviewed publications 
including three books.
•Key research areas are intelligence institutional 
reform, intelligence leadership, health security 
intelligence (biosecurity, bioterrorism, early warning 
and cyber-biosecurity)

Intelligence, Biosecurity and Bioterrorism



My interest in this topic
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Intelligence Biosecurity and Bioterrorism
Methodology

• qualitative exploratory approach

•Effective intelligence 
framework

•Primary data collection (25 semi-
structured interviews across ‘Five 
Eyes’ countries)

• Secondary data sources

• For people working in ICs 
who know very little about 
bio-threats and risks and what 
ICs should be doing better.
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Section 1: Emerging health security threats 
and risks
Provide an assessment of contemporary post 9/11 health security threat 
environment (20 mins)



• Informed by different theoretical /academic perspectives including 
scholars from the late 1990s human security school of thought.

• They are argue that security is not just between states but it is also within 
states.

• IE: States have a duty to also protect those within its borders from poor 
health, lack of education, access to housing, economic stability etc.

• As the world has become more globalised we have seen the impacts 
globalisation can have on countries but also their populations.

• Health security is about global, national and sub-national responses 
that protect individuals against pandemics whether they are natural
or intentional in origin.

• Health security should bring all threats and risks together such as 
biosecurity, biosafety, agricultural/animal health, WMD/CBRN, 
pandemics etc

Before getting to bio-threats and risks…..
What is Health Security? 
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• Think beyond well known historical examples of 
WMD/CBRN/Bio-terrorism

•Think pandemics (EBOLA, ZIKA, HIV, SARS, HINI, SWINE 
FLU AND COVID-19)

•Think food security (Italy and olive oil fraud)

•Think dual use research and synthetic biology (e.g. gene 
editing CRISPR)

•Think cyber-biosecurity (hacking into 
research/universities/disruption/IP theft)

So What does that mean?
Need to:



• Intelligence is about collecting and analysing 
information that is both strategically and 
operationally relevant to the police and security 
services.

• Relevant because operationally it prevents, disrupts 
and arrests threat actors. Strategically relevant 
because it helps senior policing and government 
decision-makers reduce uncertainty and obtain early 
warning about emerging threats.

So What is Health Security Intelligence? 
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• From the health security intelligence perspective we 
need to understand how biosecurity issues, 
WMD/CBRN and pandemics are connected.

• This means relying more on non policing and 
security stakeholders for the collection of 
information and often its analysis too.

• (Think scientists, medical officers, researchers, 
private sector biotechnology, epidemiologists etc)

• In the future, because of COVID it will increasingly be about 
how police, security services and health sector working 
together to build better health security warning 
intelligence systems against non-routine outbreaks

So What is Health Security Intelligence? 
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Assessment of Post 9/11 Health Security Threat 
Environment

1945 and Cold War

•1945 development of modern microbiology

•Industrialisation of various biological agents as 
weapons

•State based programs (Soviet Union, USA, UK 
and Canada) 

• Made anthrax, plague and tularaemia

•Soviet Union in particular had large industrial 
size bioweapon plants (e.g. Stepnogorsk, 
Kazakstan)

•Just 1 of 6 facilities contained 10 x 20,000 litre 
fermenters capable of producing 1000 tonnes 
of anthrax per year (Alibek 1999: 229-301)



Assessment of Post 9/11 Health Security Threat 
Environment

1945 and Cold War (2)
• But State sponsored offensive bio-weapons 
programs begin to wane

•States had other options (chemical and 
nuclear)

•But from 1945 onwards greater interest in bio-
weapons by rogue states and terrorists.

•Relative levels of success with perhaps Iraq’s 
Hussein regime having tested 400 kg aerial 
bombs on Al Hussein war heads (not efficient 
or effective)

•End of First Gulf War (1991) as UNMOVIC 
moved into Iraq, regime destroyed bulk of bio-
agents and weapons.



Assessment of Post 9/11 Health Security Threat 
Environment

1945 and Cold War (3)
• Policy makers shifted concerns towards end 
of Cold War to use of bio-weapons by non-state 
actors (primarily terrorists) 

•Why? 



Assessment of Post 9/11 Health Security Threat 
Environment

Post Cold War (4)
• Policy makers shift concerns towards end of 
Cold War to use of bio-weapons by non-state 
actors (primarily terrorists) 



Assessment of Post 9/11 Health Security Threat 
Environment

2001 to Present
• Amerithrax is ‘the stake in the ground’ for 
recalibrating our understanding about future 
bio-threats trajectories.



Assessment of Post 9/11 Health Security  
Environment

2001 to Present (2)
• Bio-crimes (profit or personal revenge – not 
politically motivated)

•Food contamination

•Murder of spouses (ricin)

•Injecting dangerous bio substances (HIV)

•Some include under bio-crimes political 
assassinations (Georgi Markov)



Assessment of Post 9/11 Health Security Threat 
Environment

2001 to Present (3)
• Bio-criminal landscape shifting away from 
individually motivated attacks for extortion or 
revenge to attacks involving broader sectors 
in the economy thereby potentially impacting 
larger numbers of people in the community. 



Assessment of Emerging Health Security   
Threats

• Some increasing IC focus on emerging 
threats but we don’t really know enough! 

But for now three main areas of concern…….

•Stolen biological agents

•Dual use research and synthetic biology

•And bio-cybersecurity 



Assessment of Emerging Health Security Threats
Dual Use Research & Synthetic Biology

Dual use research (defined) –research of dangerous biological agents 
that might be weaponised, and the publication of that research, which 

theoretically could be disseminated to bio-criminals or terrorists for their 
own nefarious objectives (Walsh 2018: 42).



Assessment of Emerging Health Security Threats
Stolen biological agents

• Stealing a controlled biological 
agent appears rare due to 
increased bio-safety regulations 
and control of physical space 
(BSL 3 to 5 labs)

•More stringent background 
checks

•But there have been a number of 
handling and transportation safety 
episodes (particularly US 2014-
2015) demonstrating 
vulnerabilities in safety practices

• Is there a criminal market for 
the theft of controlled bio-
agents from secure labs? 
(some are attributable 
forensically)

• Likely IP theft by ‘insider’

• Would a terrorist group ‘break 
in’ and steal an agent? (less 
likely) (think the Boston 
Bombers)

• Labs in fragile states and 
vulnerable areas are still at 
risk for theft though.
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Assessment of Emerging Health Security Threats
Dual Use Research & Synthetic Biology

Two broad threat trajectories for dual use research:

• (1) ‘Insiders’ – skilled scientists, researchers and technicians, who 
use knowledge and skills to create dangerous bio-agents under the 
veil of legitimate research.

• (2) ‘Outsiders’ – exploiting legitimate advances in biology, synthetic 
biology and biotechnology for dangerous and criminal ends. (polio 
virus, mouse pox, reconstruction of 1918 influenza virus, horse pox, 
H5N1 avian influenza transmissible between human surrogates 
ferrets)

• Gain of function experiments.



Assessment of Emerging Health Security Threats
Dual Use Research & Synthetic Biology

• The consequences of the industrialisation of biology

➢Entire human genome sequenced by 2013

➢Took team of scientists 13 years and $500 million to identify 20,500 
genes

➢Now: human genome can be sequenced in a

day using bench top equip costing $1000.

➢Today biotechnology is big business! (In the US

Easily over 2 million people employed with over

73,000 businesses working across range of biosciences (medicine, 
agriculture, pharmaceuticals, research (Batelle 2014)



Assessment of Emerging Health Security Threats
3 Possible Emerging Bio-Threat Scenarios

Bio Una Bombers, Id theft and bio-piracy



5 Min Break

NEXT 

BIO-CYBERSECURITY

ROLE OF INTELLIGENCE 
COMMUNITY
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• COVID-19 has highlighted the vulnerabilities of 
the bioeconomy to BCS threats/risks. 

• Moderna has been able to develop its mRNA-
vaccine fully digitally within 48 hours

• Incidents where companies have been hacked, 
to obtain the vaccine itself or to damage public 
trust

• Healthcare is the place where cyber-technology 
and life are connected to each other

Assessment of Emerging Health Security 
Threats –Bio-cybersecurity



• Enormous diversity of the biotech sector 
(energy, medicine, food etc).

• Several external and internal threats but plenty 
of gaps/blind spots too

• External threats: (industry competitors, 
transnational and organized crime groups, 
terrorists, issue motivated actors, foreign 
government intelligence services)

• Internal/insider threats: (employees, former 
employees and contractors). 

Biotechnology Sector Threats 



• Biotechnologies used in these sectors can pose 
national security dilemmas for those nations 
with significant investments in the bioeconomy. 

• The increasing convergence of cyber, biology 
and biotechnologies across chemistry, 
manufacturing, energy, public health and the 
defense sectors–means vulnerabilities can be 
exploited by threat actors in any one or more of 
these sectors. 

• COVID-19 has highlighted its national security 
dimensions as threats to health critical 
infrastructure and supply chains from state 
and non-state actors have impacted adversely 
on the political, economic and social wellbeing 
of nations. 

Defence and National Security Sector
Threats



• Accusation that Russia is trying to steal info from 
academic/pharma research institutions working on 
COVID-19 vaccines (suspected APT29 aka ‘Cozy 
Bear’ linked to Russian intelligence)

• Role of China in foreign interference and growing 
dominance in global biotech sector.

• Biotech a key national strategic priority set by the 
CCP for several decades. Concerns over dual use 
biotech that may have military applications for China’ 
PLA and growing civil-military fusion between China’s 
‘private sector’ and the state – the Huawei factor)

• Concerns also over Iran and North Korea

Defence and National Security Sector
Threats (2)



• Cyber-attacks could overwhelm the cyber 
defences of biological databases used in the 
private sector and biodefences being developed 
to protect military forces. 

• Biotechnologies could be manipulated to produce 
bioweapons. There is potential for bioterrorists to 
exploit gene editing techniques such as 
CRISPR to produce bio-agents that are more 
pathogenic or manipulating bio-synthesised
therapeutics. 

• Could in the near future pathogens be developed 
more quickly and cheaper aimed at specific 
groups of age, ethnic, dietary habits, and gender 
due to digitization? (tailored outcome instead of 
the unspecific effect of former Weapons of Mass 
Destruction)

Defence and National Security Sector
Non-State Actor Threats



• Sophisticated interference/hacking

• Compromising of new biometric border protection technologies 

• A lack of effective biosensors

• Vulnerabilities in biotechnological and health supply chains

• Adversarial manipulation of bio and human enhancement 
technologies

• Insufficient and/or uncoordinated research 

• Brittle public health infrastructure

Risks and Vulnerabilities

There are several areas of risk and vulnerability in the bioeconomy 

that may have national security implications including:



Section 2: The Role of Intelligence

• Tasking & Coordination

• Collection

• Analysis

• Dissemination

• Reducing strategic uncertainty 
for decision-makers

• Disrupting tactical and 
operational health security 
threats and risks

• BUT the IC’s track record to 
to assess health security 
threats/risks is very mixed.

• Over-estimated Iraq’s 
bioweapons program

• Under-estimated Soviet 
Union’s bioweapons program

So there are challenges for 
ICs….
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5 Min Break

NEXT 

CHALLENGES FOR INTELLIGENCE

COMMUNITIES IN MANAGING 
HEALTH SECURITY THREATS AND 
RISKS
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Section 3 Challenges
Tasking and Coordination

• Challenges remain in how health security threats/risks 
tasked and coordinated across intelligence communities

• Like cyber hard to grasp emerging health security 
threats 

• Pre COVID-19 decision-makers relatively disengaged 
from health security issues. (In U.S and UK discussions 
about national health security or biosecurity/biodefence 
strategies but will it be more rhetoric or be 
transformative?)

• Suboptimal risk and threat methodologies don't help 
the IC or decision-makers task more effectively



Collection

• Traditional collection methods (sigint, humint and geo-
spatial) all have potential roles in understanding 
emerging health security threats but context is 
everything.

• But OSINT may be even more important (peer review 
sources, social media, epidemiology, microbial forensics)

• There remain collection capability gaps (particularly 
microbial forensics, early warning systems, dark web, 
AI).

• Impact of the Snowden effect and ‘going dark’



Analysis

• Post 9/11 IC bureaucratic restructuring impacted on 
analytical capability in health security threats.

• Pockets of excellence (e.g. FBI WMD Directorate 
Outreach program), but overall expertise is shallow and 
fragmented.

• Both empirical and interpretivist analytical 
methodologies will be crucial (social sciences and multi-
disciplinary biological sciences)



5 Min Break

NEXT 

HOW TO MANAGE CHALLENGES 
FOR INTELLIGENCE

COMMUNITIES
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Section 3: Improving Effectiveness of IC Response

• Governance issues

• Intelligence & stakeholders

• Oversight & accountability



Governance 

• Governance (both internal and external) not optimal for in ‘Five 
Eyes’ ICs in managing health security threats and risks though 
some recent improvements.

• Other studies also saying this (e.g. 2015 US Blue Ribbon Panel 
Report) 

• Need a central focus in government to take ownership (Health 
Security Coordination Council led preferably by head of government 
(Senior Cabinet Minister)

• National Health Security Strategy.

• National Health Security Intelligence Officer (In Australia ONI should 
lead this). 

• What IC agency in Italy should take up this high level coordination 
role?



Intelligence & Stakeholders
National perspectives

• Italy post-acute phase of COVID – what are the lessons 
to be learnt to build up resilience and identify better 
practice?

• Better IC and public health engagement (whole of 
government response required).

• Italy needs a national health security strategy (that 
specifies activities of all agencies).

• Strategy to help Italy plan and invest in future resilience 
against pandemics but other health security threats and 
risks.



Intelligence & Stakeholders
Multilateral Perspectives

• WHO reform debates. Building stronger WHO performance beyond 
international health regulations (A Treaty on Preparedness 
considered in November?)

• BWC: is it now obsolete (no independent verification mechanisms)

• Global Health Security Agenda (GHSA) 2024 Framework

• UN Resolution 1540 (WMD proliferation)

• Nagoya Protocol on accessing and sharing genetic resources

• G20 High Level Independent Panel Report on Financing Global 
Commons for Pandemic Preparedness and Response (TORs 
issued in Jan 2021 during Italian Presidency)

• EU Health Emergency and Response Authority (HERA)



Accountability and Oversight

• Like other scientific and technologically enabled threats/risk 
biosecurity legislation and regulations are diverse and demonstrate 
legacy issues

• Further investigation of all bio-related laws (WMD, biosecurity, 
terrorism, cyber, agriculture) to see where there can be deconfliction 
particularly about the role of the IC.

• The regulation of dual-use research remains difficult. (There is 
no international regulatory body that all agree with)

• Current intel oversight bodies could play a greater role in the 
application of health security related laws (public health surveillance 
vs national security surveillance).



The Role of the IC in Managing Health Security 
Threats and Risks in the Future

• Improve IC governance issues (leadership at political and policy 
levels)

• Opportunities to do so now post COVID-19.

• A review of all liberal democratic country’s biosecurity and 
bioterrorism arrangements overdue (should take a health 
security perspective)

• Need to develop a national health security strategy, which will 
clearly articulate the role of IC agencies and all stakeholders.

• Need to be a senior IC official coordinating health security for the 
entire IC that has authority to direct and coordinate collection and 
analytical resources.



Email: pawalsh@csu.edu.au

Thank You


