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Agenda

• Biological agents: bacteria, viruses and toxins

• The Australia Group Regime, dual use 

• New and emerging technologies



Biological 
Agents

Bacteria

Y.pestis
E.coli

B.anthracis

Toxins

Ricin
C. botulinum toxin 

Staphylococcal Enterotoxin B  

Viruses

Smallpox virus
MERS CoV
Ebola virus



Bacterial cells on a needleBacterial shapes



Blood cells and bacteria
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Red Blood Cell on a Needle

Yeast cells and bacteria



• Pathogenic organisms
– Infectious diseases (contagious or not)

• Toxins (Toxic substances of biologic origin)
– Toxication

Biological Agents
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http://bepast.org/dataman.pl?c=lib&dir=docs/photos/nipah%20
virus

Nipah virus (RNA-), 120-500 nm
HTTP://WWW.MY-PERSONALTRAINER.IT/SALUTE/INFLUENZA-SUINA.HTML

Avian  influenza virus (RNA), 80-130 nm

Variola virus (DNA), 300 nm
http://www.sciencephoto.com/media/199495/view

Ebola virus (RNA-), 970-1400 nm
http://www.morasta.it/il-virus-ebola-sta-attraversando-i-confini/

Viruses



HTTP://WWW.MICROBIOLOGYONLINE.ORG.UK/ABOUT-MICROBIOLOGY/INTRODUCING-
MICROBES/BACTERIA

A bacterial cell

The genome (DNA) is the genetic material of a cell
Additional DNA is present in plasmids 





Eukaryotic cell (yeast)

http://microculture.tumblr.com/post/613699333/gescapes-on-a-cellular-level-fungi-have-more

Eukaryotic cells 
contain 

chromosomes in 
a  nucleus



Eukaryotic cell (yeast): contain 16 pairs of chromosomes in a 
nucleus

The genome is the genetic material

Prokaryotic cell (bacterium): contain a single chromosome 

Viruses: contain a DNA or RNA genome 



HTTP://WWW.NATURE.COM/SCITABLE/CONTENT/DNA-IS-
PACKED-INTO-A-MITOTIC-CHROMOSOME-3497

From DNA to 
chromosomes



From DNA to protein

DNA codes for genes

Genes are transcribed in RNAs

RNAs are translated into proteins
(enzymes, toxins) 



The biological agents are essentially bacteria, viruses and toxins.
A toxin is a substance, often a macromolecule or protein, produced by a living organism (bacteria, fungi, and
plants) that is poisonous to another living organism. Like other chemicals, toxins are not transmissible from
organism to organism unless an exposed organism is externally contaminated with the toxin. Due to the
stability of toxins, the exposure can be achieved through inhalation, ingestion, or injection.
A virus is an infectious pathogen composed of genetic material packaged within a protein coat. Viruses need
to infect a host cell to replicate and produce new viral particles. Virus genetic material (the viral genome)
can be RNA or DNA. Viruses with a RNA genome are subject to much higher rates of mutation than DNA
viruses, increasing the likelihood that new strains and/or new hosts will emerge.
Bacteria are unicellular microrganisms. Unlike a virus, a bacterium is an independent living organism that
generally does not need to infect another organism for replication. Similar to multi-cellular organisms,
genetic material (the genome) in a bacterium will always be DNA. Although most bacteria in this world are
beneficial or commensal to other organisms, many bacteria also cause disease in animals, plants, and
humans. Sporulation is a feature of bacteria and fungi and also a property of potential proliferation
concern. The sporulation is a type of reproduction which involves the formation of spores which makes
them resistant to unfavourable environmental conditions. Spores are highly resistant to environmental
pressures, often surviving extremes of temperature, humidity and acidity. In some cases, spores can
survive and remain dormant in the environment for decades until they are provided favourable living
conditions and nutrition for germination. Spores from Bacillus anthracis were weaponised.

Biological agents: definition



Infectious diseases represent one of the greatest potential threats due to their reproductive
ability and incubation period, the time delay from infection to the onset of symptom(s).
An infectious biological incident anywhere in the world may remain undetected for several days to
weeks after release due to the incubation periods. Diagnosis may be slow as many infectious
agents have a slow onset and nonspecific symptoms that rapidly escalate in severity.
Another compounding problem is that infectious casualties may be contagious without showing
symptoms specific to the disease as they move from one geographic location to another, spreading
the range of infection.
Additionally, doctors often find difficulty in differentiating biological diagnoses as many initial
symptoms often resemble those of the common cold.
Depending on the pathogen, preventive measures and treatment are difficult to implement due to
factors such as large numbers of casualties, ease of travel, and challenges of quarantining.

Biological threats

Science Needs for Microbial
Forensics: Developing Initial
International Research
Priorities.
Committee on Science Needs
for Microbial Forensics: 
Developing an Initial
International Roadmap; Board 
on Life Sciences; Division on 
Earth and Life Studies; 
National Research Council.
Washington (DC): National 
Academies Press (US); 2014 
Jul 25.



How a virus infects a host cell



Source: The Lancet 2011; 377:849-862 (DOI:10.1016/S0140-6736(10)60667-8)

Ebola virus

The Ebola virion is rod-
shaped or 6-shaped, is 80 
nm in diameter and up to 
1,400 nm in length. 



Nature 495, 176–177 (14 March 2013)

SARS-CoV
Severe Acute Respiratory Syndrome
MERS-CoV
Middle East Respiratory Syndrome

How Coronaviruses infect human cells

These viruses are listed in the Australia Group regime 
List of human and animal pathogens and toxins for export 
control of the :

• Middle East respiratory syndrome-related coronavirus 
(MERS-CoV)

• Severe acute respiratory syndrome-related 
coronavirus (SARS-related coronavirus)



Bacillus anthracis

Bacillus anthracis is very large, Gram-positive, sporeforming rod, 1 - 1.2µm in width x 3 - 5µm in length. The 
bacterium can be cultivated in ordinary nutrient medium under aerobic or anaerobic conditions. 
Genotypically and phenotypically it is very similar to Bacillus cereus, which is found in soil habitats around 
the world, and to Bacillus thuringiensis, the pathogen for larvae of Lepidoptera. The three species have the 
same cellular size and morphology and form oval spores located centrally in a nonswollen sporangium. 



anthrax
diseases



B. anthracis and the anthrax spores



Spore formation



pXO1, codes 
for the 
tripartite 
toxin

pXO2, codes for 
the capsule

B.anthracis plasmids



Schematic examples of combination of plasmids between Bacillus cereus group 

A human case of inhalation 
anthrax

(Hoffmaster et al., 2004)

Schematic examples of combination of plasmids between Bacillus cereus group natural strains. B. anthracis plasmids were
isolated in B cereus strains causing an anthrax-like illness. Bacillus cereus biovar anthracis is listed in the Warning list of
the Australia group regime.

A chimpanzee died with 
clinical symptoms of anthrax 

(Klee et al., 2010)

Two fatal cases of pneumonia 
in metalworkers

(Avashia et al., 2007)

pXO1, toxin

B.cereus

B.thuringiensis

pXO1, toxin

pBC218,capsule

pBCXO1, toxin

B.anthracis

pXO1,toxin

pXO2, capsule
New plasmid

pXO2, capsule

B.cereus biovar anthracis



B.thuringiensis

pHT73

A range of plasmids

B.cereus

A range of plasmids

pBCE4810

pCERE01

pXO1

pXO2

B.anthracis



Clostridium botulinum
anaerobic and sporeforming bacterium



Clostridium 
botulinum toxins

BoNT A BoNT B BoNT C BoNT D BoNT E BoNT F BoNT G BoNT H 

Botulinum toxin type A and 
type B are available 
commercially for various 
cosmetic and medical 
procedures.

Botulinum toxin is a neurotoxin produced by the bacterium Clostridium
botulinum.
It is the most acutely lethal toxin known, with an estimated
human median lethal dose (LD-50) of 1.3–2.1 ng/kg intravenously or
intramuscularly and 10–13 ng/kg when inhaled. Botulinum toxin can
cause botulism, a serious and life-threatening illness in humans and
animals.
C. botulinum neurotoxin is a CDC category A bioterrorism agent. A
patient with BoNT sero- type A (BoNT/A) intoxication may spend several
months on a ventilator due to respiratory muscle paralysis. Release of a
single gram of BoNT could affect several thousand people. There is
currently no treatment available that reverses BoNT-induced paralysis.
The only available therapy for BoNT is an equine antitoxin antibody
or/and a protracted respiratory support system. Even then, antibody
treatment can only prevent further exposure of the toxin and cannot
rescue already intoxicated neurons.

Clostridium botulinum neurotoxin



Botulinum toxin 
mechanism of 

action



• Ricin is a poison found naturally in castor beans. If castor 
beans are chewed and swallowed, the released ricin can 
cause injury. Ricin can be made from the waste material 
left over from processing castor beans.

• It can be in the form of a powder, a mist, or a pellet, or it 
can be dissolved in water or weak acid.

• It is a stable substance under normal conditions, but can be 
inactivated by heat above 80 degrees.

• Castor beans are processed throughout the world to make 
castor oil. Ricin is part of the waste “mash” produced when 
castor oil is made.

• Ricin works by getting inside the cells of a person’s body and 
preventing the cells from making the proteins they need. 
Without the proteins, cells die. Eventually this is harmful to 
the whole body, and death may occur.

• Effects of ricin poisoning depend on whether ricin was 
inhaled, ingested, or injected.

Ricinus communis

Ricin toxin



There is no antidote to ricin poisoning.
Ricin is a very potent natural cytotoxin that can be extracted, through particular processes, 
during the cold pressing process of castor seeds to obtain the oil.
Ricin is not soluble in oil - it is separated off in the waste "mash" when castor oil is made.
The oil is mass-produced in China and India - up to 500,000 tonnes per year - and has a 
variety of uses, including as a laxative and an engine lubricant. Castor oil goes into paints, 
cosmetics and plastics, among other things.

Ricin toxin

The ricin is able to cause the cell death of a 
living organism by blocking the protein
synthesis activity of the ribosomes. Seven 
times more deadly than a cobra's poison and 6 
thousand times more lethal than cyanide, it is
a toxin that in practice leaves no way out. The 
lethal dose for humans is generally indicated
in 0.2 milligrams, although some sources
provide slightly higher values. 
After being taken by air, orally or through
the circulatory system, the fatal intoxication
of ricin manifests itself in the subject only a 
few hours later and is characterized by 
violent abdominal pain, vomiting, diarrhea, 
intestinal bleeding, disturbances of the heart
rhythm that lead quickly to death.

A and B: DNA codes for genes, 
genes are transcribed in RNAs

C and D: RNAs are translated into 
proteins (enzymes, toxins)



The detection of biological agents is difficult and not
immediate as happens for chemical and nuclear agents.
Microrganisms and toxins can be easily transported or
sent by mail, they are odourless and invisible. There
are no instruments to detect them immediately.
In principle, if packaged in security, even the most
dangerous microorganism could be transported by
someone without particular precautions.

Biological agents, detection and transport



Respiratory pathogens are usually airborne and 
intestinal pathogens are usually spread by water or food.
The main routes of transmission are:
• Person-to-person
• Touch (handshake)
• Contaminated blood or other bodily fluids (contaminated 

syringe needles, sexual contacts)
• Saliva (kisses)
• Air (coughing or sneezing)
• Food (contaminated food)
• Water (contaminated water)
• Insects (fleas, house flies)
• Fomites (non-living objects)

Routes of transmission



Release of a biological agent

Aerosol, mixture of solid or liquid particles and a gas (spraying)

Contamination of:
Water, Food, Surface

Direct contact



Aerosol release
• Respiratory tract: high efficient pathway
• Hard to detect
• Highly penetrating
• Natural dissemination more than 100km
• Re-aerosolisation possible

Problem: size (weapons-grade)



Drones in agricolture

http://theskyguys.ca/
drones-outstanding-in-
their-field/

An autonomous research 
drone in Australia sprays 
herbicide onto weeds.

Nature
12 June 2013



• Australia Group Regime, dual use



Nuclear Non 
Proliferation 

Treaty 
1970

Biological and 
Toxin Weapons 
Convention 1972

The Geneva 
protocol 

1925

Chemical 
Weapons 

Convention
1997

Australia Group 
1984

Nuclear Suppliers 
Group
1974

Wassenaar 
Arrangement 

1995

Missile Technology 
Control Regime

1987

United Nations 
Security Council 
Resolution 1540 

2004

Timeline of the Dual-use governance

Cirigliano, A., et al., (2017). Biological dual-use research and synthetic biology of yeast. Science and engineering ethics, 23 365-374.

Nonproliferation regimes

In 1984, use of chemical
weapons in the Iran-Iraq war

In 1974, nuclear test by 
India

The resolution establishes the 
obligations under Chapter VII of the 

United Nations Charter for all
Member States to develop and 
enforce appropriate legal and 

regulatory measures against the 
proliferation of chemical, biological, 
radiological, and nuclear weapons and 

their means of delivery, in 
particular, to prevent the spread of 
weapons of mass destruction to non-

state actors.

Treaties

It is a treaty
prohibiting the use 

of chemical and biologic
al weapons in 

international armed
conflicts. It is an 

international treaty whose
objective is to prevent the 

spread of nuclear
weapons and weapons

technology, to promote
cooperation in the peaceful

uses of nuclear energy.

It is a multilateral
disarmament treaty, it

prohibits the development, 
production, acquisition, 

transfer, retention, 
stockpiling and use of 
biological and toxin

weapons

It is an arms
control treaty that

outlaws the 
production, stockpiling, 

and use of chemical
weapons and 

their precursors.



39

Current member 
states of the 
Australia Group, 
Nuclear 
Suppliers Group, 
and the Missile 
Technology 
Control Regime 

Australia Group,
AG
In 2018 India joined the 
AG

Nuclear Suppliers 
Group,
NSG

Missile Technology 
Control Regime,
MTCR 

India

India



http://www.australiagroup.net/en/index.html

Australia Group Regime

The Australia Group (AG) is an informal forum of countries which, 
through the harmonisation of export controls, seeks to ensure that 
exports do not contribute to the development of chemical or 
biological weapons. 
Coordination of national export control measures assists Australia 
Group participants to fulfil their obligations under the Chemical 
Weapons Convention and the Biological and Toxin Weapons Convention 
to the fullest extent possible.

The purpose of Australia Group meetings is to explore the scope for increasing the 
effectiveness of existing controls, including through information exchange, the 
harmonisation of national measures and, where necessary, the consideration of the 
introduction of additional measures.
All participants have licensing measures over 63 chemical weapons precursors. 
Participants also require licences for the export of specific:
◦ Dual-use biological equipment, chemical manufacturing facilities, equipment and 

related technology (also Intangible Technology);
◦ Plant and Animal pathogens, Biological agents (56 viruses, 22 bacteria, 19 toxins, 2 

fungi and Genetic Elements and Genetically-modified Organisms);

http://www.australiagroup.net/en/index.html


EMBO reports 16, 11, 1415–1420, Nov 2015

Elements for an Al Qaeda biological weapons facility

Abdur Rauf Ahmed spells out the 
five basic requirements needed to 
set up a BW research and 
development unit: manpower, 
equipment, budget, design 
(presumably for the facility), and 
time (presumably for construction 
benchmarks). The BW facility's 
cover would be that it is a 
“vaccination production unit” that is 
supposedly operated by an NGO, 
government company, teaching 
institute, or medical laboratory.

To underscore the importance of biotechnology export controls, here the sobering story of Pakistani microbiologist Abdur
Rauf Ahmed, who worked for Al Qaeda in Afghanistan. In 2001, US forces captured some of his correspondence and 
notebooks, which roughly detail how to set up a rudimentary BW facility. His plans included various cover story options. Of 
direct relevance are the contents of one of his partly redacted letters: “…succeeded in obtaining some of the important 
internet connections and tried to solve technical problems of our work […] the complete unit of fermenter along with 
accessories was in its final stages of its completion […] I finalised all the accessories required for the smooth running of 
our bioreactor…I am sending you a final price list of items to be shipped». We do not know from where Abdur Rauf Ahmed 
sourced the bioreactor and its accessories, nor the specifics of “internet connections.”
https://caseclosedbylewweinstein.wordpress.com/2012/08/26/excerpt-on-rauf-ahmed-abdur-rauf-from-2012-georgetown-
phd-thesis/). 

https://caseclosedbylewweinstein.wordpress.com/2012/08/26/excerpt-on-rauf-ahmed-abdur-rauf-from-2012-georgetown-phd-thesis/


EMBO reports 16, 11, 1415–1420, Nov 2015

Requirements for work force, equipment, and facilities for an Al Qaeda 
biological weapons facility

The work force list is heavily 
redacted; the only readable 
entry is for a microbiologist 
who deals with pathogens. The 
equipment list includes several 
items that could be AG-rated, 
such as the fermenter, the 
laminar flow safety cabinet, and 
the centrifuge (albeit not 
batch-type centrifuges). As for 
facilities, Abdur Rauf Ahmed 
provides three examples of 
presumed laboratories for 
culturing, isolation, and 
purification.



EMBO reports 16, 11, 1415–1420, Nov 2015

Australia Group item search results
Control List of Dual-use Biological Equipment and Related Technology and Software

Equipment type Availability through internet 
vendors

AG Item 1 Containment facilities and related
equipment

Rare

AG Item 2 Fermenters Plentiful

AG Item 3 Centrifugal separators Rare

AG Item 4 Cross or tangential flow filtration 
systems

Rare

AG Item 5 Freeze dryers Plentiful

AG Item 6 Spray dryers Common

AG Item 7 Protective and containment equipment Class III biosafety cabinets 
plentiful

AG Item 8 Aerosol inhalation chambers Rare, domestically oriented sales

AG Item 9 Spraying or fogging systems and 
components

None found that fulfill AG 
requirements



Biosafety Level-2 laboratory



Biosafety Level-3 laboratory

Researcher at US Centers for 
Disease Control, Atlanta, Georgia, 
working with influenza virus under 
biosafety level 3 conditions, with 
respirator inside a biosafety cabinet

all the (known) Biosafety Level 3 and 4 facilities in the world



Biosafety Level-4 laboratory
BSL-4 facilities contain the most 
dangerous organisms such as Ebola 
and weaponized anthrax

CDC Scientists in a BSL-4 facility



Bioreactors

Fermenters capable of cultivation of pathogenic micro-organisms
or of live cells for the production of pathogenic viruses or toxins, 
without the propagation of aerosols, having a capacity of 20 litres
or greater



Where does bacteria grow in a lab? Bioreactors



Disposable bioreactors, “wave bag”

GE Healthcare Bio-Sciences AB, Sweden

Discovery Scientific Inc.
Canada

GE Healthcare Bio-Sciences AB
Sweden

greenovation Biotech GmbH, Freiburg



Fermenters/bioreactors

https://www.ebay.com/sch/i.html?_from=R40&_trksid=m570.l1313&_nkw=cell+culture+bioreactor&_sacat=0&LH_TitleDesc=0&
_odkw=cell+culture+bio+reactor&_osacat=0&LH_TitleDesc=0



US military accidentally ships live anthrax to labs

Nature 28 May 2015

The US Department of Defense (DOD) announced on 27 
May 2015 that it had accidentally shipped live anthrax 
spores to labs in nine US states and a US military base 
in South Korea.
The facilities that received the samples did not have 
systems in place to protect lab employees against 
anthrax exposure because they were expecting to 
receive spores that had been killed with radiation. It is 
not clear how many people were actually exposed. The 
DOD says that 22 people in South Korea are getting 
preventive treatment, but it has not confirmed how 
many people in the United States are being treated.

The US Centers for Disease 
Control and Prevention (CDC) in 
Atlanta, Georgia, which regulates 
all research on a set of dangerous 
pathogens called select agents, is 
working with the DOD to 
investigate how the incident 
occurred.



North Korea′s pesticide institute capable of producing anthrax：U.S. expert

https://www.youtube.com/watch?v=Mz3m2DrzjbQ

On 2015, June 6, Kim commandeered a team of cameramen from North Korea for a 
visit to the newly named Pyongyang Biotechnical Institute, a two-story facility on 
the land of what used to be a vitamin factory.



North Korea may be mass producing biological weapons
North Korea may be mass producing biological weapons in 
a research lab that studies agricultural chemicals, 
Pyongyang Bio-Technical Institute, a US media outlet 
reported Saturday, citing an academic report.
Radio Free Asia cited a report released by Belfer Center 
of Harvard University’s Kennedy School in October, 
2017, which says the communist state already has
biological weapons and its industrial facilities are able to 
produce such weapons.
“It is likely that anthrax and smallpox is already used as
a biological weapon,” the report said. “North Korean
soldiers are vaccinated against smallpox, and so are US 
Army (personnel) stationed in South Korea -- against
smallpox and anthrax.”
North Korea is thought to have 13 pathogens in 
possession including botulism, cholera and plague, the 
researchers said.
On means of delivery, the report said missiles, drones, 
airplanes, sprayers and human vectors are likely to be 
used. It also mentioned human agents as a plausible
delivery method of the biological weapons, as the country 
has 200,000 special forces members.
The report added that the difficulty in verifying the 
rogue state’s capability partly arises from the dual-use 
of the equipment and facilities in creating the weapons.
“While nuclear programs can be monitored by the number
of nuclear tests and the success of missile tests, 
weaponizing and cultivating pathogens can stay invisible
behind closed doors. Moreover, equipment used for BW 
production are often dual-use for agriculture, making
external monitoring and verification virtually impossible.”
Citing testimonies of defectors, it also wrote that the 
communist regime uses human subjects in testing
biological and chemical weapons.
United Nation’s Security Council Resolution 1540 was
passed in 2004 to prevent the proliferation of nuclear, 
chemical and biological weapons. It maintains the 
framework for assessment and conducting an annual
review.http://www.koreaherald.com/view.php?ud=20171022000219

https://www.belfercenter.org/sites/default/files/2017-10/NK%20Bioweapons%20final.pdf



• New and emerging technologies, 
miniaturization of science



Integrated 
analytics with 
a range of 
optional 
integrated 
analyzers

Automated 
liquid handler 
for sampling and 
liquid additions

Permeate and 
bleed flow 
control and 
collection 
system

Ambr® 250 High Throughput 
Perfusion – Vessel, Sartorius

Single-use perfusion bioreactors significantly reduce staff time needed for set-up and cleaning, and enable 
rapid system turnaround, increasing system utilization efficiency and reducing development timelines.

The single-use mini bioreactor for 
microcarrier culture has a working 
volume of 100-250 mL. Designed for 
optimal growth of adherent cells for 
the development of vaccines.

Microbioreactors in the pharmaceutical field



KUBIK is the ESA incubator and cooler permanently installed in the Columbus module of the ISS since 2004. Self-
contained, automatic experiments can be performed using power provided by the facility.

Several types of bioreactors and Experiment 
Containers have been developed by Kayser
Italia in support for investigations of 
biological systems inside the KUBIK 
incubator. The Experiment Container reduce a 
laboratory into a hand-sized 
electromechanical device that allows the 
autonomous execution of a scientific protocol, 
being designed to contain the cell culture and 
all the chemicals required by the experiment.

Experiment Unit size
90x48x18 mm, 
Kayser Italia

Microbioreactors at the International Space Station - ISS



Researchers of the 
Massachusetts Institute of 
Technology – Cambridge - US, 
developed a platform 
(integrated benchtop, millilitre-
scale microfluidic device) to 
produce two biological drugs, 
using the genetically engineered 
yeast Pichia pastoris.
This platform allows rapid and 
switchable production of 
biological drugs from a single 
yeast strain for disease 
treatment at point-of-care.

Nature communications, 2016, 7(1), 1-10.

Synthetic Biology and microbioreactors

Interferon-
alpha2b

Recombinant 
Human Growth 

Hormone 
(rhGH)





Nanopore sequencing technology

The engineered bacterial a-haemolysin toxin 
nanopores has led to the development of 
revolutionary rapid DNA single molecule 
sequencers termed the MinION, based on the 
differential detection of individual DNA bases 
passing through the nanopore.

https://nanoporetech.com/applications/dna-nanopore-sequencing

Biological nanopores inserted into a
synthetic polymer membrane. 

Dr A. Grottoli, Sapienza University of Rome

https://nanoporetech.com/applications/dna-nanopore-sequencing


Organs on a chips

http://thenewstack.io/organ
s-on-chips-emulates-human-

organs-for-better-
biomedical-testing/



Nature 519, S16–S18 (26 March 2015)



Artificial organs on a chip

Nature 519, S16–S18 (26 March 2015)

Miniature versions of hearts, lungs and other 
organs are heralding a bright future for drug 
research and discovery.
Scientists are using advanced biomaterials, 
engineering techniques and physiological insights 
to coax cells to grow into simplified, but 
functional, miniature versions of hearts, lungs 
and other human organs. Set on microchip-like 
devices, several of these organs can be 
connected by artificial circulatory systems to 
yield 'human-on-a-chip' devices that usually 
measure no more than a few centimetres in 
length.
The goal is to 're-humanize' biomedical research. 
For generations, scientists have worked mainly 
with cells grown in single layers on flat, artificial 
surfaces, typically hard plastics such as 
polycarbonate that bear no resemblance to living 
material, in pools of synthetic cell-culture media 
comprising cocktails of only the most essential 
ions, nutrients and growth factors.

A mock-up of a neurovascular unit-on-a-chip being 
developed at Vanderbilt University.



Organs on-a-chip could mimic human physiology and test the impact of potential 
biological, chemical and radiological warfare agents

http://www.scientificamerican.com/article/biodefense-aims-to-simulate-human-bodies-by-
linking-mini-organs-on-chips/

The flexibility afforded by model-organ systems is especially attractive to researchers who are investigating 
dangerous pathogens, given the expense of animal studies and the security restrictions required. 

• Organs on-a-chip experiments have tested the ability of anthrax spores to infect a ‘lung’ grown from rabbit
lung cells, also to answer questions such as how many anthrax spores are necessary to cause disease in the 
body.

• This technology can be used to rapidly distinguish poisons such as ricin and botulinum toxin by analysing the 
metabolic activity of cells.

Organs on chips’, such as 
this simulated lung, could 
be used to test bodily 
responses to toxic 
chemicals. 



What are organoids? 
Organoids are three-dimensional miniature organs grown in vitro from adult or 
embryonic stem cells or induced pluripotent stem cells. They are capable of self-
renewal, self-organization and exhibit organ functionality.
Organoids address the limitations of existing model systems by providing:

• Similar composition and architecture to primary tissue: Organoids harbor
small population of self-renewing stem cells that can differentiate into cells
of all major cell lineages, with similar frequency as in physiological condition.

• Relevant models of in-vivo conditions: Organoids are more biologically
relevant to any model system and are amenable to manipulate niche
components and gene sequence, they are alternatives to animal testing.

• Stable system for extended cultivation: Organoids can be cryopreserved as
biobanks and expanded indefinitely by leveraging self-renewal, 
differentiation capability of stem cell and intrinsic ability to self-organize.

Science 25 Aug 2017: Vol. 357, Issue 6353, pp. 746-749

Induced pluripotent stem cells (iPSCs): 
pluripotent stem cells
derived from adult somatic cells by
reprogramming to an embryonic
stem cell-like state.

Embryonic stem cells (ESCs):
embryonic stem cells are PSCs
derived from the inner cell mass of
the blastocyst of an early-stage
preimplantation embryo.

Adult stem cells (ASCs):
organspecific
stem cells found in adult
organisms which have the ability to
divide, renew, and regenerate tissue.



Adult stem cell derived organoids
Adult primary tissues 
derived from endodermal 
organs harboring cells with 
stem cell potential have 
been cultured in vitro into 
AdSC-derived organoids. 
Organoids can be derived 
from both isolated adult 
stem/progenitor cells or 
from isolated fragments of 
tissue from the 
corresponding organ (e.g. 
intestinal crypts, liver or 
pancreas ducts). In these 
conditions, the cells expand 
long-term in culture, while 
maintaining their genetic 
stability and commitment to 
their tissue of origin. These 
cultures can be used to 
study stem cell biology, as 
models of adult functional 
tissue and to study somatic 
mutational processes.

Organoids are generated providing appropriate physical and biochemical cues.
Physical cues: Provide support for cell attachment and survival. Examples include collagen, fibronectin, 
entactin and laminin.
Biochemical cues: Modulate signaling pathways, thereby influencing proliferation, differentiation and self-
renewal.



Applications of Organoids

Therapeutic potential of organoids. Organoids can be used to model
diseases (beige box), for example modeling neurodevelopmental
disorders with cerebral organoids. These types of disease models can
then be used for testing drug efficacy in vitro before moving to animal
models (green box). Drug compounds can be tested for toxicity and
metabolic profile in liver organoids (gray box). And finally, organoids
could be made from patient cells to provide autologous transplant
solutions (pink box). Also to validate disease-causing genomic variation.

Science 18 Jul 2014: Vol. 345, Issue 6194, 1247125



3D printing

https://www.rbth.com/longreads/bioprint/index.html

3D 
printing

biomedical
applications of 3D 

printing

artificial bone from 
a scan of the 

patient

plan the 
intervention of 

twins separation

3D printed drug for 
epilepsy

implantable or 
wearable

prostheses

3D bioprinting

3D printing of 
bioinks* with living 

cells (stem cell
lines)

3D printing of 
bacteria in specific

3D geometries

3D in-vitro uniform
pigmented human 

skin

*bioink is defined as a biomaterial
ink engineered to convey living 
cells through a printing process
for the purpose of fabricating
biological constructs.



AG IN-CONFIDENCE – FOR OFFICIAL USE ONLY 

Next generation of 3D bioprinters, 2018. The Bio X (Cellink)
Both a compressor and cooling unit has been integrated into BIO X, without
compromising its size. When printing cells, a sterile environment is key.
BIO X has a small lab footprint, but still contains every component needed
to bioprint. It’s a complete stand alone unit, facilitating work on a laminar 
flow cabinet bench, without the need to connect anything.



Bioprinting allows for the production of organoids that mimics the native
organ or tissue.

• The technology (3D bioprinting + organoids) is enough mature and
widespread to be used in experiments with biological agents or
chemicals. Lung and brain organoids can be used to test the toxicity of
new chemical weapons or toxins or to assess the infectivity of
biological agents.

But:
• sophisticated skills are necessary to succeed in the production of

organoids.

Dual use application of 3D bioprinting and organoids 



The specificity and high potency make animal venoms an 
invaluable and almost inexhaustible source of bioactive 
molecules; the dominant components of most venoms are 
small peptides, some of which have found use as 
pharmacological tools, human therapeutics, and 
bioinsecticides. 
The high potency, selectivity and biological stability of 
many venom-derived peptides has made them 
particularly attractive from a drug discovery 
perspective. 
Some peptide toxins are present in the Australia Group 
list of human and animal pathogens and toxins for export 
control. As an example, conotoxins, which are already 
produced by chemical synthesis.
Progress in the chemical synthesis has facilitated cost 
effective venom-peptide manufacture with peptide 
synthesizers. 

66 cm x 71 cm x 68 cm

Synthetic peptide toxins

Artificial Intelligence. Bioinformatics, data 
mining, structure modeling and machine learning
technique are developed to identify new toxins.

Researchers developed models for identifying
toxin-like proteins and predicting toxicity of 
peptides.

Cone 
snail

prey



An example of Academic Research on Peptide Toxins



Synthetic Biology

• Synthetic Biology and related technologies have few barriers
to entrance and emerging markets can became competitive 
quickly in contrast to other industries that require 
substantial natural resources (such as arable land, oil or 
natural gas). 

• Synthetic Biology can be scaled up or scaled down, it can be 
practiced on a large corporate level by hundred of scientists 
working together on a single product, or can be practiced by 
an individual who may not have much expertise. 

• On a large scale, Synthetic Biology is accelerating a trend 
toward the industrialisation of biology, but is also 
accelerating a trend toward the personalisation of biology, 
wherein individuals can use synthetic biology for their own 
purposes, which could be benign, profitable or harmful. 



Watermark in Synthetic DNA
The group at the J. Craig Venter Institute in Rockville, Maryland, had chemically
synthesized short strands of DNA and stitched them together to create a version of the 
1.1-million-base-pair DNA genome of the bacterium Mycoplasma mycoides, which was then
inserted into a recipient cell. Venter’s team wrote a few coded 'watermarks' into the 
genome sequence, which spelled out the names of the team members, as well as several
famous quotes. But besides these tweaks and a few other changes, the synthetic M. 
mycoides genome was identical to its blueprint. A table in the online supplemental materials
for the Science paper that announced the feat reveals it contained a secret message
embedded in the DNA: the code carries the name of the head of the institute, Dr Craig 
Venter, that of his research institute and co-workers.
In this way, they could spell words using the letters for the amino acids that would be 
produced by the DNA code. One watermark was written "VenterInstitvte " because there
is no amino acid represented by the letter u».

The five watermarks:
CRAIGVENTER

TTAACTAGCTAATGTCGTGCAATTGGAGTAGAGAACACAGAACGATTAACTAGCTAA
VENTERINSTITVTE

TTAACTAGCTAAGTAGAAAACACCGAACGAATTAATTCTACGATTACCGTGACTGAGTTAAC
TAGCTAA

The code also includes a handful of famous quotes ("TO LIVE, TO ERR, TO FALL, TO 
TRIUMPH, TO RECREATE LIFE OUT OF LIFE" from James Joyce's A Portrait of the 

Artist as a Young Man.

Malware coded into synthetic genomes

2017 USENIX Security Symposium; addition information at https://dnasec.cs.washington.edu/.
Computer Security, Privacy, and DNA Sequencing: Compromising Computers with Synthesized DNA, Privacy Leaks, and More.







• Microbial forensic



Bioforensics
Application of biological science in the investigation 
of legal (and policy) matters 
•Scientific knowledge and technology are used to serve as independent “witnesses” 
•Goal is “attribution”: who committed the offence? 

Unusual disease 
outbreak 

A natural outbreak

Genomic epidemiology

Deliberate release of a 
biological agent

Microbial forensics



The initial outbreak of an infectious disease may not immediately be recognised 
as that caused by a bioterrorism event because pathogenic microrganisms occur 
naturally all over the world. Early determination of an attack versus a naturally 
occurring outbreak is a goal of organisations responsible for attribution of 
bioterroristic events. It is important to identify unusual outbreaks in a timely 
fashion. The WHO developed criteria for considering an outbreak unusual:
• The first appearance of a disease outbreak in a non-endemic region
•An outbreak occurring outside of its normal season
•An uncommon route of transmission of pathogens
•The natural reservoir hosts or insect vectors do not occur in the region when 
the outbreak occurs

•The epidemiology of the diseases suggest an abnormal reduction in the period 
of disease

•Characteristic of the pathogen differs from the known characteristics profile 
of the agent (strain type, sequence, antibiotic resistance, pattern, etc.)

•An increased virulence of pathogens
•The pathogen is capable of establishing new natural reservoirs to facilitate 
continuous  transmission.

(Breeze et al., 2011; Dando et al., 1988).

Criteria for considering an outbreak as unusual



Microbial forensics

Microbial forensics is a newly emerging discipline with an epidemiological foundation dedicated to the
characterization, analysis and interpretation of evidence from the scene of acts of bioterrorism or
biocrimes.

Microbial forensics is able to trace the origin of a biological agent using a range of biological analyses and
it is based on the fast and accurate detection and identification of microrganisms found at biological
crime scene.



The following studies are examples of the use of genomic epidemiology, which is based on the principle that the

microevolutionary events occurring within a pathogen’s genome over the course of an outbreak can be used as markers of
transmission.

In 2006, an outbreak of Mycobacterium tuberculosis was reported in Canada, the genomic investigation based on bacterial

whole-genome sequencing and social network analysis, established that socio-environmental factor (likely crack cocaine use)
caused the simultaneous expansion of two extant lineages of M. tuberculosis (Gardy et al., 2011).

In 2008, a multidrug-resistant Acinetobacter baumannii hospital outbreak occurred and the genomic epidemiology has been
applied to elucidate this case (Lewis et al., 2010).

In 2010, the cholera epidemic in Haiti was originated from a Vibrio cholerae strain found to belong to a single monophyletic

group present in Nepal. The epidemiological investigations concluded the strain was carried by a UN peacekeeping from
Nepal (Hendriksen et al., 2011; Lantagne et al., 2013).

In 2011, an outbreak of an enterohemorrhagic E.coli hit the northern of Germany (see next slide), its genome sequence
helped investigators to explain the presence of an unusual combination of virulence factors and to affirm it was a natural

outbreak and not a bioterrorism attack (Scheutz et al., 2011; Qin et al., 2011; Grad et al., 2011). Nevertheless, at the very

beginning, this outbreak was suspected to be a bioterrorism attach, but the genome sequence, performed in 5 hours per
isolate, established the strain was of natural origin (Rasko et al., 2011).

In 2014, the sequence of 99 Ebola virus genomes from 78 patients in Sierra Leone allowed to characterise patterns of viral
transmission. This West African variant diverged from central African lineages around 2004, crossed from Guinea to Sierra

Leone in May 2014 (Gire et al., 2014).

Genomic epidemiology



E. coli O104:H4 outbreak strain,Germany, 2011. 

Shiga-like toxin producing E. coli hemolytic-uremic 
syndrome (STEC-HUS) is a disorder that usually 
occurs when an infection in the digestive system 
produces toxic substances that destroy red blood 
cells, causing kidney injury.
Scanning electron microscopy. Bar: 1 µm Shiga-like toxin-producing Escherichia coli.

Shiga-like toxin-producing Escherichia coli (STEC)



http://graphics.wsj.com/ebola-crisis/

The early stages of the Ebola outbreak began in the village of Meliandou, Guinea, where it spread to immediate family members
and caretakers. In mid-February, a hospital worker contracted the disease and spread it to other villages. By April, the 
outbreak threatened a much larger population. Shown is the initial transmission chain of the current Ebola virus outbreak. 
Family members of those infected and health-care workers in the region are most at risk.

How the 2014 Ebola Crisis Unfolded, The Path of Transmission



In 1993, a liquid suspension of Bacillus anthracis was aerosolised from the roof of a building in Kameido, Tokyo, Japan, by the religious

group Aum Shinrikyo. At that time, multiple-locus, variable-number tandem repeat analysis found all isolates were identical to a strain
used in Japan to vaccinate animals against anthrax (Takahashi et al., 2004). Fortunately, no cases of anthrax were registered because

this strain, Sterne 34F2, lacked the pX02 plasmid, coding for the B. anthracis protective capsule (Keim et al., 2001).

In 1998, the use of molecular phylogenetic analysis was successfully applied on hepatitis C virus, a rapidly evolving RNA virus,

contributed to the condemnation of an anaesthetist as being responsible for the infection of 275 of his patients with hepatitis C virus

(González-Candelas et al., 2013).

In 2001, after the anthrax case in US, the sequence of the B. anthracis permitted to establish that almost likely the source was an US

Army laboratory, the strain was identified as the B. anthracis Ames strain (Kupferschmidt, 2011; Rasko et al., 2011). This was the first

case in which the FBI asked for the entire sequence of a microrganism to solve a case. Indeed, thanks to this case, there was an influx

of US government funding and the advent of cheaper, faster sequencing technology. This was a clear example of overt attack: the

spores were sent by letters, implying a deliberate action and excluding the hypothesis of a natural contamination; nevertheless, the
analysis of the B. anthracis genome was fundamental to determine that this strain was uncommon in nature, limiting the investigation to

those people who had access to this laboratory strain. The peculiarity of this strain was to have four mutations created in the

USAMRIID (U.S. Army Medical Research Institute of Infectious Diseases) for testing experimental anthrax vaccines; in 1070 B.

anthracis isolates obtained by different facilities and analysed by researchers, only eight contained all these four mutations and the

genomes matched with the RMR-1029 strain constructed at the USAMRIID (Koblentz and Tucker, 2010).

In 2009, an anthrax outbreak emerged in heroin users in Scotland and expanded into England and Germany, phylogeographic analysis

demonstrated that the B. anthracis strain was closely related to strains from Turkey (strain A. Br. 008/009) and not to isolates from

Scotland or Afghanistan (the presumed origin of the heroin). The investigation suggested accidental contamination along the drug

trafficking route through a cutting agent or animal hides used to smuggle heroin into Europe (Price, 2012), but the forensic attribution

of this event is still on the ground.

Microbial forensics



• Dual use research



Dual use research
An example of dual-use research of concern (DURC) was the publication of the
discovery of a new Clostridium botulinum toxin, the H toxin. In this case, the
bacterium which produces this new toxin was a natural strain and not a
genetically modified organism. Nevertheless, the two manuscripts were
published (2013) without the sequence of the toxin H gene, at least unless an
antidote will be developed. While the discussion on this topic was going on, a new
research suggested that the newly reported serotype H might be a hybrid of
BoNT serotype A and serotype F, for which antidotes are available.

The H5N1 case (2012). Two scientific papers describe specific mutations in the
virus' genome that allow it to be transmitted as droplets between ferrets, which
have been considered to be a good model for mammal transmission. In the wild, a
version of the virus that is easily transmitted between humans could trigger a
worldwide pandemic, potentially infecting millions of people. Information about
the methods and mutations used by the two groups could be important to public
health officials and researchers. However, the information also has raised
concerns that, in the wrong hands, it could be used for bioterrorism. The
advisory committee's decision (NSABB, National Science Advisory Board for
Biosecurity) has sparked debate around the world about the free flow of
scientific information and how to balance public health and biosecurity.

H5N1 special section in the 22 June 2012 issue of Science.



Over the last decade, a highly 
pathogenic avian influenza 

virus (genus A; subtype H5N1) 
has emerged among chickens. 

which rarely has spread to 
humans, Confirmed human 
cases for avian influenza 

A, H5N1, reported to WHO, 
2003-2014: 

cases 650, deaths 386.

Diagram of influenza virus structure. Eight 
segments of viral RNA are contained within 
the envelope and matrix (M1) shell. Each 
codes for one or two proteins that form the 
virus or regulate its intracellular replication. 

Influenza virus H5N1
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Italian presentation in Australia Group meetings

Total Synthesis of a functional Designer Eukaryotic Chromosome (2015) Synthetic Biology

Dual use yeast (2016) Synthetic Biology

Biology towards chemistry: yeast cells for chemical production (2017) Synthetic Biology

Evolution of pathogenicity in Bacillus cereus Biovar anthracis (2017) New biological threats

3D bioprinting technology to build organoids (2018) Dual use research

Anthrax toxins to deliver anticancer drugs (2019) Dual use research

De novo protein design by citizen scientists (2020) Dual use research, Artificial Intelligence, data mining

Microbioreactors (2020) Miniaturization of science

Synthetic peptide toxins (2021) Dual use research, New synthetic lethal toxins



US military accidentally ships live anthrax to labs

https://www.military.com/daily-news/2016/01/13/army-
probe-of-anthrax-scandal-raises-more-red-flags.html

The Army was wrapping up an investigation into the anthrax scandal focusing on the Dugway
Proving Grounds site in Utah even as new questions emerged on the extent of live shipments
of the deadly toxin nationwide and around the world. 
Pentagon officials said that conclusions of the Article 15-6 fact-finding investigation under 
Army regulations could be released soon, possibly later this week. The results could lead to 
disciplinary action against those responsible for the mistaken shipments, many by Federal 
Express, of live anthrax spores to 184 labs and contractors in all 50 states and at least nine
foreign countries, plus the U.S. Virgin Islands, Guam and Puerto Rico. The number of 
shipments of live toxins totaled 575, according to the Centers for Disease Control and 
Prevention (CDC) in Atlanta.
"It's just unimaginable" that Dugway and DOD for more than 10 years was sending the 
"seed stock for a biological weapon to hundreds of entities" around the nation and the world 
without adequate safeguards, said Dr. Richard Ebright, head of the Waksman Institute of 
Microbiology at Rutgers University.

This is Referee Module No. 2 of the 
Whole System Live Agent Test at
Dugway Proving Ground in Dugway, Utah



3-D systems could mimic human physiology and allow for ethical tests of the impact of potential 
biological, chemical and radiological warfare agents

http://www.scientificamerican.com/article/biodefense-aims-to-simulate-human-bodies-by-
linking-mini-organs-on-chips/

Each year, the US government spends hundreds of millions of dollars stockpiling countermeasures for potential 
biological, chemical and radiological warfare agents. For ethical reasons, many of these treatments have never 
been tested in humans. Now, the US military and civilian science agencies are supporting the development of the 
next best thing for tests: miniature human organs on plastic chips.
“It’s unethical to expose humans to the kind of radiation that you’d see in a disaster like Fukushima, but you need 
to be prepared,” says Donald Ingber, a bioengineer at Harvard University’s Wyss Institute in Boston, 
Massachusetts. With support from the US Food and Drug Administration, he is adapting his ‘bone marrow on a 
chip’ to study the effects of harmful radiation and experimental remedies.
Other researchers working along similar lines discussed their work on model organs for biodefence applications at 
a meeting of the American Society for Microbiology (ASM) last week in Washington DC. The hope is that these 
complex three-dimensional systems will mimic human physiology better than do cells grown in a dish, or even 
animals.
A common way to form a model organ is to seed cells into channels in a small plastic chip and then feed them with 
nutrient-rich fluid that flows through the system to mimic blood. The devices can be used individually or connected 
to other types of organs-on-chips to approximate a biological system, or—eventually—perhaps an entire human 
body.
The flexibility afforded by model-organ systems is especially attractive to researchers who are investigating 
dangerous pathogens, given the expense of animal studies and the security restrictions required. At the ASM 
meeting, microbiologist Joshua Powell of the Pacific Northwest National Laboratory in Richland, Washington, 
presented experiments testing the ability of anthrax spores to infect a three-dimensional ‘lung’ grown from rabbit 
lung cells. The cells sit at an interface between liquid and air, much as in real lungs.
Powell says that the US Department of Homeland Security is interested in using the system to answer questions 
such as how many anthrax spores are necessary to cause disease in the body.
For some viruses in particular, Ingber says, researchers “have no idea about the mechanism, and they need the 
mechanism to get new drug targets”. Infecting model organs could allow researchers to watch how gene expression 
and metabolism change in real time.



FDA found more than smallpox vials in storage room

https://www.washingtonpost.com/national/health-science/fda-found-more-than-smallpox-vials-in-storage-room/2014/07/16/850d4b12-0d22-11e4-
8341-b8072b1e7348_story.html?utm_term=.df82688f0f0a2015

July 2014. Federal officials found more than just long-forgotten smallpox samples recently in a storage
room on the National Institutes for Health campus in Bethesda, Md. The discovery included 12 boxes 
and 327 vials holding an array of pathogens, including the virus behind the tropical disease dengue and 
the bacteria that can cause spotted fever, according to the Food and Drug Administration, which
oversees the lab in question.
“The fact that these materials were not discovered until now is unacceptable,” Karen Midthun, director
of the FDA’s Center for Biologics Evaluation and Research (CBER), told reporters Wednesday. “We take 
this matter very seriously, and we’re working to ensure that this doesn’t happen again.”
The disclosure came hours after Thomas Frieden, director of the Centers for Disease Control and 
Prevention, testified on Capitol Hill that researchers at the agency mishandled live anthrax and other
deadly pathogens in a string of mishaps in recent years. “We missed a critical pattern,” he told
lawmakers. “And the pattern is an insufficient culture of safety.”
Both the smallpox discovery and the previously undisclosed safety lapses at the CDC have sowed doubt
about how the nation’s premier public health and research institutions are safeguarding some of the 
most lethal organisms on Earth.
The vials of smallpox, a scourge that was eradicated decades ago after killing hundreds of millions of 
people in the 20th century alone, remain the most disturbing find this month inside the third-floor cold
storage room in Building 29A. Those samples were flown to the CDC in Atlanta, and at least two have
shown growth in tissue cultures, meaning they are viable, or alive.
On Wednesday, the FDA said that along with dengue and rickettsia, the bacteria that can cause 
spotted fever, the additional vials contained microbes such as influenza and Q fever, a bacteria that
can cause complications with the heart, lungs and liver. The samples were in well-packed, heat-sealed
vials and showed no signs of leakage. No evidence exists that anyone has been exposed to the 
pathogens, the agency said.
Agency officials said 32 of the samples were destroyed at an NIH facility. An additional 279 were
transferred to the Department of Homeland Security’s National Biodefense Analysis and 
Countermeasures Center in Maryland. No additional smallpox samples were found.



FDA found more than smallpox vials in storage room

https://www.washingtonpost.com/national/health-science/fda-found-more-than-smallpox-vials-in-storage-room/2014/07/16/850d4b12-0d22-11e4-
8341-b8072b1e7348_story.html?utm_term=.df82688f0f0a2015

The FDA said the collection “was most likely assembled between 1946 and 1964 when standards for 
work with and storage of biological specimens were very different from those used today.”
The smallpox vials were labeled with a date — Feb. 10, 1954 — Frieden said last week, adding that it
appeared that whoever left them at NIH “didn’t do so out of malice.”
The FDA said Wednesday that it is reviewing its safety protocols and digging through all other similar
storage rooms, at its headquarters and nationwide, to make sure no more vials are tucked away in 
forgotten corners.
Frieden was summoned to testify before a House Energy and Commerce subcommittee about last 
month’s incident in which more than 80 CDC employees may have been exposed to live anthrax when
samples were transferred from one lab to others. The agency said last week that there had been at
least four other incidents in the past decade in which deadly pathogens were mishandled, including one
in which employees mistakenly sent a sample contaminated with the deadly H5N1 influenza virus to 
government researchers in Georgia. None of those incidents had been previously disclosed.
Subcommittee Chairman Tim Murphy (R-Pa.) said government watchdogs have documented numerous
systemic safety lapses over the years. He called the most recent incident “sloppy” and “inexcusable,” 
saying the agency’s labs are supposed to be “the gold standard” for the U.S. health system.
Rep. Fred Upton (R-Mich.), noting that Frieden had made similar promises to improve safety and 
accountability in the wake of previous incidents, asked, “Why should we believe you this time that
things are going to be different?”
Although Frieden pointed out that no one had been hurt and that all pathogens were killed in the 
incidents, he said that was no excuse and vowed to improve the agency’s overall safety culture, as well
as put in place stronger oversight measures. He said workers must be encouraged to report any
incidents that happen and “apply the same rigor” to safety as to disease prevention and research.
In response to the recent lapses, the CDC has closed two labs — its bioterrorism rapid response lab and 
an influenza lab that deals with highly pathogenic flu viruses. It also has halted shipment of biological
materials from 22 of its highest-security labs until a safety review is complete. Priority for reopening
will go to those doing work related to immediate patient care and public health, Frieden said. The CDC’s
work on this year’s upcoming flu vaccine is finished and won’t be affected, agency spokesman Tom 
Skinner said. But work on vaccines for countries in the Southern Hemisphere, where flu season arrives



FDA found more than smallpox vials in storage room

https://www.washingtonpost.com/national/health-science/fda-found-more-than-smallpox-vials-in-storage-room/2014/07/16/850d4b12-0d22-11e4-
8341-b8072b1e7348_story.html?utm_term=.df82688f0f0a2015

At several points during the hearing, Murphy held up a zip-top bag containing petri dishes with photos
of anthrax bacteria glued to them and asked why scientists would be using plastic bags to transport
dangerous pathogens. Murphy was referring to an investigation by the Agriculture Department’s animal
and plant health inspection service, which found that, among other safety failures, samples of the 
bacteria were stored in unlocked refrigerators in unrestricted hallways and that dangerous material
was transferred in such bags.
Frieden said researchers working with those samples thought the anthrax had been inactivated, but
scientists at the CDC bioterrorism lab had not killed the bacteria before transferring samples to other
labs.
Witnesses also described the lack of coordination and oversight at laboratories inside and outside the 
federal government that conduct research on microbes that could be used as bioterrorism agents. 
Nancy Kingsbury, a managing director of the Government Accountability Office, told the committee
that since the 2001 anthrax attacks that killed five people, her agency has repeatedly warned about
problems that could arise from the proliferation of biosafety labs. Nearly 1,500 registered laboratories
in the United States conduct this kind of research, according to the GAO.
But no single agency sets national standards or provides oversight, she said. No one, she said, has been
able to address key questions: “How many do we really need? For what purpose? Against what threat?”
Richard Ebright, a professor of chemical biology at Rutgers University who conducts biosafety
research, said multiple safety lapses at CDC labs over the years have been documented by government
watchdogs, including the inspector general’s office at the Department of Health and Human Services 
and the GAO.
Last month’s event was “not an isolated event,” Ebright said. It occurred, he said, because “hubris is a 
fundamental part of the problem,” noting that researchers often think they can proceed without
restrictions or management.



biosafety training

Trainees exercise safe glove removal, using fluorescent tracers to visualize
potential contamination.



NIH finds forgotten smallpox store

Nature 09 July 2014

Smallpox, officially preserved in two repositories worldwide, may have been sitting alive and well in an 
unsecured US government refrigerator. On 8 July, the US Centers for Disease Control and Prevention 
(CDC) announced that vials containing the deadly virus had been discovered in a cardboard box in the 
refrigerator, located on the National Institutes of Health (NIH) campus in Bethesda, Maryland.



Color-enhanced transmission electron 
microscope image of Variola major virus, 
the etiological agent of smallpox 

On 8 July, the US Centers for Disease Control 
and Prevention (CDC) announced that vials 
containing the deadly virus had been discovered 
in a cardboard box in the refrigerator, located 
on the National Institutes of Health (NIH) 
campus in Bethesda, Maryland. At least two of 
the sixty-year-old ampoules contains smallpox 
DNA contain viable samples of the deadly 
smallpox virus.
Since its eradication was declared in 1980, 
smallpox officially exists in only two places: at 
the CDC in Atlanta and at its Russian 
counterpart, the State Research Center of 
Virology and Biotechnology VECTOR, in 
Novosibirsk. But most experts believe that 
numerous stocks exist around the world, 
whether in clandestine labs or preserved in 
human tissue, such as the scabs used for 
immunizations against smallpox into the 
twentieth century.

Variola virus



US military accidentally ships live anthrax to labs

https://www.military.com/daily-news/2016/01/13/army-
probe-of-anthrax-scandal-raises-more-red-flags.html

Many of the shipments went to private contractors and corporations seeking to develop
testing mechanisms and vaccines that could then be sold to DOD. "This underscores what a 
boondoggle the entire system has become," said Ebright, who has testified before Congress
on the issue.
The problem areas were not limited to the shipment and testing of anthrax. In September, 
the CDC investigation disclosed that DOD's Edgewood Chemical and Biological Center in 
Maryland had mishandled potentially live plague samples.
The CDC said that it found a sample of plague in a facility freezer at Edgewood "outside the 
containment area," Pentagon Press Secretary Peter Cook said. The CDC also raised concerns
about Edgewood's handling of a strain of equine encephalitis.



North Korea developing bio-warfare weapons at factory
producing 'microbes by the tonne’

https://www.military.com/daily-news/2016/01/13/army-
probe-of-anthrax-scandal-raises-more-red-flags.html

In a country that is famously secretive, it is perhaps the most carefully guarded secret of 
all. North Korea consistently denies having a biological warfare programme of any kind, and 
it has worked diligently to keep all evidence of weapons research hidden from sight.
Yet, in 2015, the country's leader took it upon himself to partially roll back the curtain. On 
6 June of that year, Kim commandeered a crew of North Korean cameramen for a visit to 
the newly named Pyongyang Biotechnical Institute, a sprawling, two-story facility on the 
grounds of what used to a vitamin factory.
State-run news media described the institute as a factory for making biological pesticides -
mainly, live bacteria that can kill the worms and caterpillars that threaten North Korea's
cabbage crop. But to US analysts studying the video, the images provided an unexpected
jolt: On display inside the military-run facility were rooms jammed with expensive
equipment, including industrial-scale fermenters used for growing bulk quantities of live 
microbes, and large dryers designed to turn billions of bacterial spores into a fine powder
for easy dispersal.
Many of the machines were banned from sale to North Korea under international sanctions
because of their possible use in a bioweapons programme. But Kim, wearing a white lab coat
and trailed by a phalanx of scientists and military officers, appeared almost gleeful in 
showing them off, striking the same rapt pose as when he visits the country's installations
for nuclear weapons and long-range missiles.
It was the first public confirmation of the existence of such machines in North Korea, and 
some US and Asian experts saw their presence as deeply ominous.
“It is hard to avoid the conclusion that the institute is intended to produce military-size
batches of anthrax,” Melissa Hanham, a North Korea specialist at the James Martin Center 
for Nonproliferation Studies in Monterey, California, wrote in a blog posting after the video 
was shown. “Regardless of whether the equipment is being used to produce anthrax today, it
could be in the near future.”



North Korea developing bio-warfare weapons at factory
producing 'microbes by the tonne’

https://www.military.com/daily-news/2016/01/13/army-
probe-of-anthrax-scandal-raises-more-red-flags.html

“The real takeaway is that [North Korea] had the dual-use equipment necessary for 
bioweapons production,” said Andrew Weber, a former assistant secretary of defence for 
nuclear, chemical and biological defence programmes. “What the photos show is a modern
bio-production capability.”
That North Korea possesses the basic components for biological weapons is all but settled
doctrine within US and Asian military and intelligence establishments, and has been for 
years.
Although overshadowed by Pyongyang's nuclear and chemical weapons, the threat of 
biological attack from the North is regarded as sufficiently serious that the Pentagon
routinely vaccinates all Korea-bound troops for exposure to anthrax and smallpox.
“It's a presumption that they have it and will use it,” said a retired military officer who
oversaw troops on the peninsula. “We've had to spend a lot of time figuring out how to deal 
with some of the WMD.”
But determining North Korea's precise capabilities - and the regime's intentions for using
such weapons - have been among the toughest intelligence challenges for US analysts. 
Official assessments by US and South Korean intelligence agencies have generally concluded
that Pyongyang has experimented with a handful of bacterial strains, including the microbes
that cause anthrax, cholera and plague. US analysts also have believed since at least the 
mid-1990s that North Korea possesses the smallpox virus, a conclusion based in part on the 
discovery of antibodies in the bloodstreams of North Korean soldiers who escaped to the 
South in the 1980s and 1990s.
That assessment, while controversial, is buttressed by senior North Korean government and 
military defectors as well as foreign governments with special insight into the regime's
military secrets. In 1993, the head of the Russian intelligence agency's foreign branch
revealed in a report that North Korea was performing “applied military-biological research” 
on four pathogens, including microbes that cause anthrax and smallpox.



North Korea′s Pyongyang Bio-Technical Institute 

Patriotic Complex Microbial 
Center from June 1997-
December 2010
Vitamin C factory from 2011 

In 2013 all the complex was 
named Pyongyang 
Biotechnological Center
On the bank of the River 
Teadong in Pyongyang

In 2015 a new name appeared: 
Pyongyang Bio-Technical 
Institute run by Korean 
People’s Army Unit 810



North Korea gains experience in biotechnology

https://tech2.org/newzealand/officials-see-weapons-threat-as-north-korea-gains-experience-in-biotechnology/

North Korea is constantly moving to acquire the essential machinery that could be used for an advanced 
program of biological weapons, from factories that can produce microbes per ton, to laboratories 
specialized in genetic modification, according to Asian and American intelligence officials and weapons 
experts . Meanwhile, the government of leader Kim Jong Un also sends its scientists abroad to seek 
advanced degrees in microbiology, while offering to sell biotechnology services to the developing world.
Earnings have alarmed US analysts, who say North Korea, which stubbornly pursues weapons of mass 
destruction of any other variety, could quickly become a production of biological pathogens on an industrial 
scale if they choose to do so. Such a move could give the regime another, more frightening weapon to 
threaten neighbors or US troops in a future conflict, officials and analysts say.
Current and former officials with access to classified files say they have not seen evidence now that Kim 
has ordered the production of real weapons, beyond samples and prototypes. And they can only speculate 
about the reasons.
In a country that is famous for its stealth, it is perhaps the best kept secret of all. North Korea 
consistently denies having a biological warfare program of any kind, and has worked diligently to keep all 
evidence of weapons research hidden from view.
However, in 2015, the country's leader was responsible for partially retracting the curtain. On June 6 of 
that year, Kim commandeered a team of cameramen from North Korea for a visit to the newly named 
Pyongyang Biotechnical Institute, a two-story facility on the land of what used to be a vitamin factory.
State media described the institute as a factory to make biological pesticides, mainly live bacteria that can 
kill worms and caterpillars that threaten the North Korean cabbage crop. But for US analysts UU While 
studying the video, the images provided an unexpected shock: on display inside the military installation 
there were rooms full of expensive equipment, including industrial-scale fermenters used for the 
cultivation of large quantities of live microbes and large dryers designed to convert billions of bacterial 
spores in fine powder for easy dispersion.
Many of the machines were banned from sale to North Korea under international sanctions because of their 
possible use in a biological weapons program. US analysts now believe that the timing of the visit was 
deliberate: the previous week, on May 28, the Pentagon had publicly acknowledged that live samples of 
anthrax bacteria made in the United States had been sent accidentally to a South Korean military base due 
to confusion in the laboratory.



North Korea′s interest in biological weapons 
Most government sources seem to agree that North Korea’s interest in biological weapons started in the 1960s, in the same 
era when Pyongyang launched its chemical weapons effort. On December 25, 1961, President Kim Il-sung issued a “Declaration 
of Chemicalization,” ordering the military to develop chemical weapons. Around the same time, he reportedly instructed the 
Academy of Defense Sciences to investigate biological weapons. According to South Korea’s National Intelligence Service, 
North Korea established a testing center at the academy in the 1960s, and reportedly acquired strains of the causative 
agents of anthrax, plague, and cholera from an unidentified source in Japan in 1968.
The program’s research and production infrastructure is difficult to discern with any precision. The South Korean 
government estimates that 10 facilities might be involved in bioweapons activities—seven research centers and three 
production facilities. Media and other independent sources provide more details about facilities suspected of involvement in 
the program, but this data cannot be verified. 
Four facilities are often mentioned in academic publications and other media sources as carrying out activities dedicated to 
biological weapons (with the South Korean government sometimes cited as a source): the Germ Research Institute, 
established in the 1970s; as well as the Central Biological Research Institute, the military biodefense unit, and the No. 5 
Factory (sometimes referred to as the February 25 Factory, or No. 25 factory), all created in the 1980s. South Korean and 
Japanese media outlets list up to a dozen other dual-use and medical facilities that are potentially connected to the program, 
but do not provide clear evidence of bioweapons activities at these facilities.
The North Korean bioweapons program is suspected of having been launched in the 1960s, with new infrastructure built in 
the 1970s and 1980s. But was this a continuous program—or a series of separate and independent programs? Did the team 
that reportedly started to investigate bioweapons with strains obtained from Japan in 1968 continue its involvement in the 
1970s and 1980s when new facilities were established, or did the work switch to new teams at those facilities? Did the 
original teams transfer their expertise and accumulated knowledge to the new teams? What was the knowledge base of both 
teams when they started, and did they have expertise working with the agents selected for work? Answers to these 
questions could provide important clues about the continuity and speed of the program and about the personnel’s ability to 
accumulate knowledge and make progress.
The Iraqi bioweapons program, which was long suspected of having reached an advanced stage, and even of producing a 
smallpox weapon together with mobile production sites, provides a good illustration of how difficult it is to assess a 
bioweapons program with limited knowledge about the program’s continuity or level of expertise. After the two Gulf wars and 
countless UN inspections, it became clear that prior threat assessments had been grossly exaggerated. The Iraqi program 
lasted about two decades, but it was only able to produce crude liquid agents, such as anthrax and botulinum toxin, which 
were hastily placed in bombs that would have destroyed most of the agent upon impact.
A close analysis of the program shows that it faced two key problems: a lack of continuity and a lack of expertise. The Iraqi 
program is best described as a succession of three separate programs, each conducted independently from the others and 
with little or no transfer of expertise and knowledge.
https://thebulletin.org/potemkin-or-real-north-korea’s-biological-weapons-program10957
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On the one hand, some of the machines shown in the video were not visibly connected to any pipes, 
ventilation holes or ducts. Experts have also questioned why North Korea would buy expensive industrial 
equipment at black market rates, just to make a pesticide that can be bought legally, at much cheaper 
prices, from China.
"The real point is that North Korea had the dual-use equipment needed for the production of biological 
weapons," said Andrew Weber, a former deputy secretary of defense for nuclear, chemical and biological 
defense programs. "What the photos show is a modern capacity for bioproduction."
The fact that North Korea possesses the basic components for biological weapons has practically 
established a doctrine in US and Asian military and intelligence establishments, and has been for years.
Although overshadowed by Pyongyang's nuclear and chemical weapons, the threat of biological attack from 
the North is considered serious enough for the Pentagon to routinely vaccinate all troops tied to Korea for 
exposure to anthrax and smallpox.
But determining the precise capabilities of North Korea – and the regime's intentions to use such weapons 
– has been one of the most difficult intelligence challenges for US analysts.
Official assessments by US and South Korean intelligence agencies have generally concluded that 
Pyongyang has experimented with a handful of bacterial strains, including microbes that cause anthrax, 
cholera and plague. American analysts have also believed since the mid-1990s that North Korea possesses 
the smallpox virus, a finding based in part on the discovery of antibodies in the bloodstreams of North 
Korean soldiers who escaped to the south in the 1980s, 90. That assessment, although controversial, is 
supported by government and military deserters from North Korea, as well as by foreign governments with 
a special vision of the military secrets of the regime. In 1993, the head of the foreign branch of the 
Russian intelligence agency revealed in a report that North Korea was conducting "applied biological 
biological research" on four pathogens, including the microbes that cause anthrax and smallpox.

https://tech2.org/newzealand/officials-see-weapons-threat-as-north-korea-gains-experience-in-biotechnology/

North Korea gains experience in biotechnology



In 2015, when North Korea's new microbial factory began operations, scientists from North Korea partnered with Chinese 
counterparts in a research project to identify unknown bacterial species previously discovered in the glacial ice at Svalbard, 
the chain of islands of Norwegian property north of the Arctic Circle.
In a rare case in which the North Koreans took the initiative of a pair -revealed scientific document, the scientists 
described the use of DNA sequencing techniques to isolate the new strains.
The project was the most dramatic example of what private researchers describe as an increased interest of North Koreans 
in genetic engineering and other biotechnology disciplines. Earlier this year, the Welsh artificial intelligence firm Amplyfi
conducted a search of the "Deep Web", the parts of the Internet invisible to the public, to show the interest of North 
Korea in biodefense issues. The company's DataVoyant search tool produced hundreds of thousands of visits and showed an 
increase in interest in terms such as "gene expression" and "nucleic acid sequence", starting two years ago.
A preliminary analysis suggested a pattern of behavior that the US and Asian officials have independently confirmed: a 
broad effort by North Korea to gain outside expertise from private companies, academic institutions and even nonprofits, 
company officials said.
North Korea is believed to have used technical designs from a British non-profit agricultural organization to build its 
Pyongyang Biotechnology Center, which produces microbes, and has tried to enroll promising microbiology students at the 
best research universities from Europe and Asia.
"All continents are represented," Amplyfi co-founder Chris Ganje said in a telephone interview from the company's 
headquarters in Cardiff, Wales. He said the search yielded "worrying indicators of involuntary support," adding: "It is 
obvious that the international community and larger institutions must be cautious in providing apparently benign academic 
science education and training to North Korea."
More difficult The challenge is to separate legitimate efforts to improve the medical infrastructure of North Korea with 
more sinister attempts to create new varieties of killing machines, officials and experts admit.
Joseph DeTrani, a retired CIA veteran who oversaw intelligence gathering for North Korea in the 2000s, noted that 
ambiguity has been a hallmark of North Korea's weapons programs for decades.

https://tech2.org/newzealand/officials-see-weapons-threat-as-north-korea-gains-experience-in-biotechnology/
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Export control of Drones

If you are involved in Unmanned Aerial Vehicles (UAVs) then it is vital to understand export controls
and how they apply to your business. UAVs, UAV production equipment, UAV autopilots, UAV related
software, UAV launchers, and many other UAV related items are all subject to export controls. Any
time you plan ship or transport any of these items across an international boundary you need to be 
aware of the particular controls that apply. Even if it is only a temporary export and even if it is for 
your own use export controls may apply. Ignoring these laws can lead to heavy fines or a jail term. 
If the UAV related goods you want to export were not originally designed for military use and are not
useable by UAVs with a range greater than 300km then they will likely be controlled by the dual use list. 
If the UAV related goods you want to export were originally designed for military use but are not
useable by UAVs with a range greater than 300km then they will be likely controlled by the munitions
list. If the UAV related goods you want to export are useable by UAVs with a range greater than
300km then they will be controlled by the MTCR. 

“A Washington grand jury indicted
Harold Hanson, a former Army
lieutenant colonel, and his wife, Yaming
Nina Qi Hanson, for conspiracy and 
violating export laws. Authorities
allege that the Silver Spring, Md., 
couple exported miniature controls for 
unmanned aircraft. The controls
involve technology that cannot be 
shared with China because of national
security concerns.” 
– Associated Press March 12, 2009 



In order to export UAV related goods you will usually have to obtain an export 
permit. The process to obtain an export permit will vary from country to country 
but usually consists of four steps: 
1. review the appropriate lists of controlled goods for your country to 

determine if the goods you are exporting are controlled. If there is any
possibility that the goods are controlled you should request an export permit. 

2. the organization receiving the UAV related goods must completes an end use 
statement that explains who they are and how they intend to use the goods; 

3. you submit the end use statement along with product information and an 
application form to your country’s export control authority; 

4. your country’s export control authority will investigate the end user and, 
provided everything checks out, will issue you an export permit that allows
you to ship to the goods. 

Export control of Drones



Export control regimes
The Missile Technology Control Regime (MTCR) is an informal and voluntary
partnership between 34 countries to prevent the proliferation of missile 
technology. The MTCR was established in April 1987 by Canada, France, Germany, 
Italy, Japan, Great Britain, and the United States. The MTCR was created in 
order to curb the spread of unmanned delivery systems for nuclear weapons, 
specifically delivery systems that could carry a minimum payload of 500 kg a 
minimum of 300 km. At the annual meeting in Oslo in July 1992 it was agreed to 
expand the scope of the MTCR to include nonproliferation of unmanned aerial
vehicles (UAVs) for all weapons of mass destruction, making the payload/range
threshold much less rigid than the original 500kg/300km. 
The Wassenaar Arrangement (full name: The Wassenaar Arrangement on Export 
Controls for Conventional Arms and Dual-Use Goods and Technologies) is a 
multilateral export control regime (MECR) with 40 participating states. Dual-use is
a term that is used to describe items that are primarily for civilian use but may
also have a military use. The goal of the Wassenaar Arrangement is to contribute
to regional and international security and stability, by promoting transparency and 
greater responsibility in transfers of conventional arms and dual-use goods and 
technologies, thus preventing destabilizing accumulations of these goods. Since
9/11 the mandate of the Wassenaar Arrangement has been expanded in order to 
prevent terrorists from obtaining goods that could be used in a terrorist attack.



Bacillus anthacis timeline

https://www.cdc.gov/anthrax/resources/history/index.html

There is evidence that the German army used anthrax to 
secretly infect livestock and animal feed traded to the Allied
Nations by neutral partners. An example of this undercover 
biological warfare was the infection of Argentinian livestock
intended for trade with the allied forces, resulting in the 
death of 200 mules in 1917 and 1918.

Japan began producing anthrax to be used as a weapon and 
conducted research with biological weapons in Japanese-
occupied Manchuria. During this time, prisoners were
infected with anthrax and other deadly diseases. It was later
discovered that during this program, the Japanese attacked
at least 11 Chinese cities with anthrax and other biological
agents by spraying them directly onto homes from aircraft.



Because it is deadly, noncontagious, and dispersed by spores, anthrax has always been considered a good candidate for a
bioweapon. Late in 2001, this possibility became a reality. Letters containing anthrax spores were sent to several news
reporters and two United States Senators. Five people died of inhalational anthrax as a result of exposure to these spores.

Anthrax through the ages
1500 B.C. -- Fifth Egyptian plague, affecting livestock.
1600s -- "Black Bane," thought to be anthrax, kills 60,000 cattle in Europe.
1876 -- Robert Koch confirms bacterial origin of anthrax.
1880 -- First successful immunization of livestock against anthrax by Louis Pasteur.
1915 -- German agents acting in the United States believed to have injected horses, mules, and cattle with anthrax on their     
way to Europe in World War I.
1937 -- Japan starts biological warfare program in Manchuria, including tests involving anthrax.
1942 -- England experiments with anthrax at Gruinard Island off the coast of Scotland. The island has only recently been 
decontaminated.
1943 -- United States begins developing anthrax bioweapons.
1950s and '60s -- U.S. biological weapons program continues after World War II at Fort Detrick, Maryland.
1968 -- Anthrax bioweapon reported to have been successfully tested at Johnston Atoll in Pacific.
1969 -- President Richard Nixon ends United States biological weapons program.
1972 -- International convention outlaws development or stockpiling of biological weapons. Russia signs the convention, then 
secretly undertakes massive expansion of its bioweapons program, making tons of smallpox and anthrax.
1979 -- Weaponized anthrax aerosol released accidentally at a Russian military facility, killing about 68 people.
1990-93 -- The terrorist group, Aum Shinrikyo, releases anthrax from rooftops in Tokyo, but no one is injured.
1995 -- Iraq admits it produced 8,500 liters of concentrated anthrax as part of a bioweapons program.
2001 -- Letters containing milled anthrax are mailed to U.S. news organizations and Congress in the first use of bioweapons 
by terrorists.

Anthrax Has Been Used As a Bioweapon

http://www.txtwriter.com/Backgrounders/Bioterrorism/bioterror5.html



Spores of Bacillus
anthracis on the Scottish

Island of Gruinard

Appl Environ Microbiol. 1994 Nov; 60(11): 4167–4171.

Gruinard Island was heavily contaminated
with the spores of virulent Bacillus
anthracis during biological weapons trials in 
World War II. In the early 1980s, an 
intensive survey revealed that the 
contamination was largely confined to the 
top 8 cm of the soil in a 2.6-ha area of the 
211-ha island. Small-scale tests showed
that the spores could be inactivated by 
drenching the soil with fluid biocides. A 
solution of 5% formaldehyde in seawater
applied by surface spray to each square
meter of ground was shown to be the most
effective treatment and was utilized for 
large-scale decontamination of the 
affected areas. Following this treatment, 
extensive sampling revealed that most of 
the spores of B. anthracis had been
inactivated. Isolated pockets of surviving
spores were treated further. A flock of 
sheep was then allowed to graze over the 
entire island for 5 months; none contracted
anthrax.

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC201953/


Bioforensics

Sampling and samples 
transport 

Classical forensics
fingerprints
•human DNA
•fibers

Build Evidentiary Case

Typing
•culture
•biochemical
•genetic

Bioforensic Evidence
• fingerprint  of the agent
•How it was produced
•When it was produced

Matrix Characterisation
•physical
•chemical
•biological



• the discovery of 60-year-old vials of smallpox on the National
Institutes of Health (NIH) campus in Maryland

• the mistaken shipment of live anthrax samples by a
biodefense lab at the Centres for Disease Control and
Prevention (CDC) in Atlanta

• the accidental contamination at CDC of benign poultry flu
samples with the deadly H5N1 bird flu.

2014-2015 biosafety incidents



Be a virus, see the world 



Biosafety laboratories





The Role of Tacit Knowledge
Sociologists of science distinguish between two types of technical knowledge: explicit and tacit. Explicit knowledge is information that
can be codified, written down in the form of a recipe or laboratory protocol, and transferred from one individual to another by impersonal
means, such as publication in a scientific journal. Tacit knowledge, by contrast, involves skills, know-how, and sensory cues that are vital
to the successful use of a technology but that cannot be reduced to writing and must be acquired through hands-on practice and 
experience. Scientific procedures and techniques requiring tacit knowledge do not diffuse as rapidly as those that are readily codified. 
Tacit knowledge can itself be divided into two types. Personal tacit knowledge is held by individuals and can be conveyed from one
person to another through a master-apprentice relationship (learning by example) or acquired by a lengthy process of trial-and-error
problem solving (learning by doing). The amount of time required to gain personal tacit knowledge depends on the complexity of a task 
and the level of skill involved in its execution. Moreover, such knowledge tends to decay if it is not practiced on a regular basis and 
transmitted to the next generation. Communal tacit knowledge is more complex because it is not held by a single individual but resides in 
an interdisciplinary team of specialists, each of whom has skills and experience that cohere into a larger scientific project or experimental
protocol. This social dimension makes communal tacit knowledge particularly difficult to transfer from one laboratory to another, 
because doing so requires transplanting and replicating a complex set of technical practices in a new context. Field research by 
sociologists of science has shown that advanced biotechnologies such as whole-genome synthesis demand high levels of both personal 
and communal tacit knowledge. For example, Kathleen Vogel of Cornell University found that the Stony Brook researchers who
synthesized the polio virus did not rely exclusively on written protocols but made extensive use of intuitive skills acquired through years
of experience. Tacit knowledge was particularly important in one step of the process: preparing the cell-free extracts needed to translate
the synthetic genome into infectious virus particles. If the cell-free extract was not prepared correctly by relying on subtle tricks and 
sensory cues, it proved impossible to reproduce the published experiment. Based on her empirical research, Vogel concludes that
biotechnology is a “socio-technical assemblage” — an activity whose technical and social dimensions are inextricably linked. Such
factors help to explain the problems that scientists often encounter when trying to replicate a research protocol developed in another
laboratory, or when translating a scientific discovery from the research bench to commercial application. Despite the ongoing
“revolution” in the life sciences, these traditional bottlenecks persist. Other case studies of technological innovation have confirmed the 
importance of the socio-technical dimension, which includes tacit knowledge, teamwork, laboratory infrastructure, and organizational
factors.In the field of whole-genome synthesis, for example, the importance of socio-technical factors continues to grow as scientists take 
on larger and more complex genomes. Researchers at the J. Craig Venter Institute announced in May 2010 that they had synthesized an 
artificial bacterial genome consisting of more than one million DNA units, a task that required a unique configuration of expertise and 
resources. In an interview, Dr. Venter noted that at each stage in the process, a team of highly skilled and experienced molecular
biologists had to develop new methodologies, which could be made to work only through a lengthy process of trial and error. For 
instance, because the long molecules of synthetic bacterial DNA were fragile, they had to be stored in supercoiled form inside of gel 
blocks and handled carefully to keep them from breaking up. 
https://www.thenewatlantis.com/publications/could-terrorists-exploit-synthetic-biology 2011

Could Terrorists Exploit Synthetic Biology?

https://www.thenewatlantis.com/publications/could-terrorists-exploit-synthetic-biology


De-skilling has already occurred in several genetic-engineering techniques that have been around for more than twenty years, including
gene cloning (copying foreign genes in bacteria), transfection (introducing foreign genetic material into a cell), ligation (stitching
fragments of DNA together), and the polymerase chain reaction, or PCR (which makes it possible to copy any particular DNA sequence
several million-fold). Although one must have access to natural genetic material to use these techniques, the associated skill sets have
diffused widely across the international scientific community. In fact, a few standard genetic-engineering techniques have been de-skilled
to the point that they are now accessible to undergraduates and even advanced high school students, and could therefore be appropriated
fairly easily by terrorist groups.
To date, the de-skilling of synthetic genomics has affected only a few elements of what is actually a complex, multi-step process. 
Practitioners of de novo viral synthesis note that the most challenging steps do not involve the synthesis of DNA fragments, which can be 
ordered from commercial suppliers, but the assembly of these fragments into a functional genome and the expression of the viral proteins. 
According to a report by the U.S. National Science Advisory Board for Biosecurity, a federal advisory committee, “The technology for 
synthesizing DNA is readily accessible, straightforward and a fundamental tool used in current biological research. In contrast, the 
science of constructing and expressing viruses in the laboratory is more complex and somewhat of an art. It is the laboratory procedures
downstream from the actual synthesis of DNA that are the limiting steps in recovering viruses from genetic material.” Along similar lines, 
virologist Jens Kuhn has called for a more nuanced assessment of the technical challenges involved in de novo viral synthesis. He notes, 
for example, that constructing the polio virus from scratch was fairly straightforward because its genome is small and consists of a single 
positive strand of RNA that, when placed in a cell-free extract, spontaneously directs the production of viral proteins, which then self-
assemble to yield infectious viral particles. By contrast, the genomes of negative-strand RNA viruses, such as Ebola or the 1918 strain of 
influenza, are not infectious by themselves but require the presence of viral helper proteins, which must be synthesized and present in the 
host cells in the right numbers. Because such reverse-genetic systems are relatively difficult to create, only a limited number of scientists
have the requisite skills and tacit knowledge. It is also important to note that developing and producing an effective biological weapon
involves far more than simply acquiring a virulent pathogen, whether by isolating it from nature or synthesizing it from scratch. 

Tacit knowledge also plays an important role in the “weaponization” of an infectious agent, which includes the following steps: (1) 
growing the agent in the needed quantity, (2) formulating the agent with chemical additives to enhance its stability and shelf life, (3) 
processing the agent into a concentrated slurry or a dry powder, and (4) devising a delivery system that can disseminate the agent as a 
fine-particle aerosol that infects through the lungs. According to Kuhn, “The methods to stabilize, coat, store, and disperse a biological
agent are highly complicated, known only to a few people, and rarely published.” Thus, even if terrorists were to synthesize a viral agent 
successfully, “they will in all likelihood get stuck during the weaponization process.”

Could Terrorists Exploit Synthetic Biology?



Synthetic Biology’s De-skilling Agenda
The debate over de-skilling has focused not only on whole-genome synthesis but also on the related but broader field known as “synthetic
biology.” Despite the overlap between these two disciplines, there are important differences. Whereas synthetic genomics is an 
“enabling” technology that makes possible many other technological applications, synthetic biology is an umbrella term that covers
several distinct research programs. 
Two prominent and outspoken scientists, Thomas Knight of M.I.T. and Drew Endy of Stanford, advocate a particular synthetic-biology
paradigm that aims to facilitate biological engineering through the development of a “tool kit” called the Registry of Standard Biological
Parts. These parts, also known as “BioBricks,” are pieces of DNA with known protein-coding or regulatory functions that behave in a 
predictable manner and have a standard interface. In principle, such parts can be joined together to create functional genetic “circuits,” 
much as transistors, capacitors, and resistors are assembled into electronic devices. A major goal of parts-based synthetic biology is to 
design and build genetic modules that will endow microbes with useful functions not found in nature, such as the ability to produce 
biofuels or pharmaceuticals.
At least in theory, the use of standard genetic parts and modular design techniques should significantly reduce the need for tacit
knowledge in the construction of synthetic organisms. One problem is that many biological parts have not been adequately characterized, 
so their activity varies depending on cell type or laboratory conditions, and some parts do not function optimally, or at all, because they
are incompatible with the biochemical machinery of the host cell. In other cases, the characteristics of individual biological parts may be 
well understood, but the parts do not behave as expected when combined as an intended functional module. Indeed, even fairly simple
genetic circuits tend to be “noisy,” operating stochastically rather than predictably. Furthermore, as the size of synthetic biological
constructs increases, nonlinear interactions among the genetic and epigenetic elements may become increasingly difficult to predict or 
control, resulting in unexpected behaviors and other emergent properties. It is therefore conceivable that large genetic constructs could
pose safety hazards that are impossible to predict in advance. In sum, although certain aspects of parts-based synthetic biology may well
become more accessible to non-experts, the field’s explicit de-skilling agenda is far from becoming an operational reality.

Could Terrorists Exploit Synthetic Biology?



Resolving the Debate
Whether commercial kits and automation will merely make it easier for experienced scientists to perform certain difficult or tedious
operations more quickly and easily, or whether de-skilling will truly make advanced biotechnologies available to non-experts —
particularly those with malicious intent — is still an open question and will probably remain so for some time. To resolve the debate over 
the extent to which terrorists could misuse synthetic biology to cause harm, it is important to determine whether de-skilling affects those
aspects of the technology that currently require personal or communal tacit knowledge.

Preliminary evidence suggests that de-skilling does not proceed in a uniform manner but affects some biotechnologies more than others. 
A number of techniques have proven resistant to de-skilling for the reasons mentioned, including the complexity of biological organisms
and the critical role of tacit knowledge and other socio-technical factors. Moreover, although scientists commonly use genetic-
engineering “kits” containing all of the materials and reagents required for a particular laboratory procedure, these kits do not necessarily
remove the need for tacit knowledge when applied in the context of a particular experiment. 
Instead of making assertions based on anecdotal evidence about whether or not synthetic biology will become de-skilled and accessible to 
non-experts, it would be more useful to conduct empirical research on the nature of tacit knowledge and the process of de-skilling. 
Shedding new light on the debate will require addressing several questions about the role of tacit knowledge and other socio-technical
factors in biotechnological development: First, what are the specific conditions, skills, and socio-organizational contexts that are required
for advanced biotechnologies to work reliably? Second, why do certain tools, techniques, and practices of biotechnology become de-
skilled, while others do not? Third, what are the conditions, both technical and social, that facilitate or hamper the process of de-skilling?
Possible methodological approaches for answering these questions include the analysis of past efforts to transfer complex technologies
from one laboratory setting to another, in-depth interviews with practicing scientists about the role of tacit knowledge and other socio-
technical factors in their research, and the close ethnographic observation of laboratory work. Such studies should permit a more nuanced
assessment of the safety and security risks associated with synthetic biology and other emerging biotechnologies, and will help 
policymakers determine which areas warrant oversight or regulation to prevent deliberate misuse.

Could Terrorists Exploit Synthetic Biology?



“The impact of this type of attack could be classified as: digital, digital-biological, and biological.
Digital impact: The fact that a malicious payload can be injected into a DNA sequence does not imply that this methodology aggravates
the infection, but rather it would aggravate the complexity of identifying it and subsequently detecting it using traditional protection
methodologies such as hashes to ensure integrity and solutions to detect corrupted files. For this reason, it has been demonstrated how this
scenario would work in order to warn of the possible use of genome sequences as alternative vectors.
Digital-biological impact: In the event that a genome sequence is maliciously modified, and that genome is successfully synthesized, the 
malicious code could remain in the cell without impacting it. It should be clarified that this was not verified by the author as it falls
outside the objectives of this work. If this were to happen, this organism would load some malicious code, whose DNA could then be 
sequenced in a laboratory and generate a sequence file that would contain, for example, a portion of malicious code. An attacker would
then just need to extract it and execute it in order to activate a digital attack. (This point is similar to the one demonstrated by the 
University of Washington.)
Biological impact: This would be the case where a maliciously inclined person has the ability to cause a mutation in a sequence, which
would have no malicious impact on the system but could set in motion a functional problem at the biological level, if it were synthesized
without adequate checkpoints. (This would be a hypothetical case whose feasibility is more difficult to verify.)“
As we saw with Professor Kohno’s publication last week, Scenario Two has already been addressed and demonstrated to be “feasible” 
under certain circumstances. Undoubtedly, it remains far from being a real threat, but it is no longer a merely theoretical problem as we
imagined in the past. 
2017 USENIX Security Symposium; addition information at https://dnasec.cs.washington.edu/.

Malware coded into synthetic genomes
There is a simple script that parsed the FASTA file (which contains the genome’s information and 
is written using the four nucleotides: adenine, cytosine, thymine, and guanine) to decrypt and 
execute the “payload.” It wasn’t an elegant solution, and also it required the victim to be 
vulnerable in order to execute the script; therefore I wasn’t fully satisfied, but it did the job. To 
encode the string into the sequence, the procedure was similar to the biological process, whereby
these four bases (A, C, T, and G) are grouped into triplets forming what are referred to as codons
(which represent amino acids and are then translated into proteins).
This means you can take the groups of three as a basis and then code a symbol for each triplet, 
forming a “hidden” alphabet. In this case, ASCII was used, and the coding took the following
form: ACA = “A”, ACC = “B”, ACG = “C,” and so on successively (there are various ways to 
code the message; this is just one example). As you can see, we have 4^3 combinations, so we can 
quite easily code the entire alphabet in uppercase, lowercase, numbers, and symbols, and we still
have spares after covering the 64 possibilities. This system offers a way to “write” arbitrary code 
inside a genome. Naturally, you could write quotes, as J. Craig Venter did when he created a cell
controlled by a synthesized genome, or inject malware or arbitrary code.


