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COVID-19 Has Magnified Fears of 
Bioweapons

“Whatever the source of this pandemic, it's a roadmap for the people who do 
control biological weapons, or aspire to biological weapons, what can happen.“

—John Bolton, former National Security Advisor

“There is great fear that post-pandemic, bad actors will view biological weapons 
as a cost-effective path to disruption and power.”—Christine Parthemore and 
Andy Weber, former DOD officials

“The COVID-19 pandemic lays bare the vast array of vulnerabilities the United 
States must overcome to predict, thwart, and recover from a biological attack.”

—Future of Defense Task Force



Assessing the Risk of Terrorism

Risk= 
Threat (Capability x Intent)

x
Vulnerability

x 
Consequence

÷
Countermeasures



Origin of the Bioterrorism Debate

Tokyo subway 
sarin attack 

March 20, 1995

Oklahoma City 
bombing 

April 19, 1995

Larry Wayne 
Harris arrested

May 12, 1995
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Framing the Debate on 
Bioterrorism

Optimists

• Intent
• Conservative
• Calibrated violence
• Fear of alienating supporters

• Capability
• Multi-disciplinary team with tacit 

knowledge needed

• Vulnerability
• Inherent in open society

• Consequences
• Mass distraction or local 

disruption

• Countermeasures
• Invest in public health

Pessimists

• Intent
• Religious motivation
• Rise in mass casualty attacks
• Millenarian/apocalyptic 

ideology

• Capability
• Global diffusion of dual-use tech 

and knowledge
• Deskilling
• Innovative

• Vulnerability
• Attractive target

• Consequences
• Catastrophic

• Countermeasures
• Strong investment in specialized 

biodefense assets needed
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Source: Gregory D. Koblentz, “Predicting Peril or the Peril of Prediction? Assessing the Risk of CBRN Terrorism,” Terrorism and 
Political Violence, Vol. 23, No. 4 (2011), pp. 501-520. 

Pragmatists
• Intent

• Interest in CBRN is rare
• Depends on leadership

• Capability
• Small-scale use feasible 

now but obstacles to 
mass-casualty attacks

• Vulnerability
• Ubiquitous

• Consequences
• Even small-scale attack 

can have major effects

• Countermeasures
• All-hazard preparedness
• Reduce conditions that 

favor interest in BW



COVID-19 and Risk of 
Bioterrorism

Pessimists

• Intent
• Demonstration effect
• Increased rhetoric indicates 

increased interest

• Capability
• Accelerating the global diffusion 

of dual-use knowledge and 
materials

• Vulnerability
• New Achilles heel revealed

• Consequences
• Massive consequences may 

inspire groups seeking to cause 
mass casualties

• Countermeasures
• Dual-use and gain of function 

research could be misused

Optimists

• Intent
• Rhetoric doesn’t equal intent
• Most groups still not interested

• Capability
• Pandemic threat beyond 

capability of terrorist groups

• Vulnerability
• Shared vulnerability 

demonstrates risk of blowback

• Consequences
• Overkill for all except 

millenarians
• BW will remain aspirational

• Countermeasures
• Enhanced pandemic 

preparedness will mitigate 
impact of both natural and man-
made outbreaks
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Pragmatists
• Intent

• Jihadists and right-wing 
most concerning but not 
monolithic

• Capability
• Still limited to low-tech 

methods

• Vulnerability
• Reduced by effective 

public health

• Consequences
• Non-casualty impact 

may be attractive

• Countermeasures
• All-hazard preparedness

Source: Gregory D. Koblentz and Stevie Kiesel, “The COVID-19 Pandemic: Catalyst or Complication for Bioterrorism?” Studies in 
Conflict and Terrorism, July 14, 2021.



The Question of Intent
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The Tunisian ‘Cough Plot’ (April 2020)

Suspect in “cough plot” arrested in Kebili province, 
Tunisia, April 13, 2020.
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The Islamic State

Unexploded mustard-filled 
munition, Marea, Syria
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Mass graves of Yazidis, 
Kocho, Iraq

ISIS prisoner burned to death

Armed drones developed by ISIS



The Question of Intent
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My Net Assessment

• Intent: Very few groups interested in biological 
weapons

•Capability: Small increase in ability to acquire BW

•Vulnerability: Reduced if pandemic preparedness is 
sustained

•Consequences: Small-scale due to crude 
weaponization

•Countermeasures: Improved if pandemic 
preparedness is sustained
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Questions?

Gregory D. Koblentz, PhD, MPP

Associate Professor

Director, Biodefense Graduate Program

Schar School of Policy and Government

George Mason University

Email: gkoblent@gmu.edu

Twitter: @gregkoblentz
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